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INTRODUCTION

his document describes the Administrative components of the ClearTrust
SecureControl system. Using this administrative toolkit, ClearTrust system
administrators can perform the following functions:

* Create User accountsin the ClearTrust system.

» Define groups of Users for more convenient administration.

* Define resources to be protected (web pages, directories, and code).
* Define groups of resources for more convenient administration.

* Define access policies for resources according to a User’ sidentity, group
membership, or User information.

* Designate Users as Administrators to whom system administration duties can be
delegated.

* Keep track of and respond to system activity including system attacks.

¢ Share datawith external directories such as LDAP directories and Microsoft’'s
ActiveDirectory.

COMPONENTS OF THE ADMINISTRATIVE TOOLKIT

The Administrative Toolkit is made up of the following components:

The Entitlements Manager Web User Interface

The Web User Interface is a browser-based GUI which allows Administrators to
easily control access to system resources. Using the Web GUI, Administrators can
limit access for specific individuals, for individual s with specific profiles, or for
members of pre-defined groups. Administrators can also use the Web Ul to
designate Users as “ Administrative Users,” giving them the ability to themselves
control access to specified system resources for other specified Users.
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THE ENTITLEMENTS MANAGER JAVA CLIENT

The Entitlements Manager Java Client is a Java-based GUI which replicates the
functionality of the Web Ul. Using the Java Client, Administrators can limit
access to system resources for specific individuals, for individual s with specific
profiles, or for members of pre-defined groups. Administrators can also use the
Java Client to designate Users as“ Administrative Users,” giving them the ability
to themselves control access to specified system resources for other specified
Users.

The Java Client is aclient-side program that uses SSL encryption for all
communications. It may require large amounts of memory on the client machine.
(See the Installation Guide for more information).

CLEARTRUST SECUREDETECTOR

ClearTrust SecureDetector is the threat detection and response component of the
ClearTrust Administrator toolkit. Using SecureDetector, an Administrator can
log every event that occurs on either the Runtime or Administrative Server, and
can specify security response actions to be taken if specific events occur. These
actions include disabling accounts, sending email notification of an event, and
disabling suspect connections on the CheckPoint Firewall.

THE DIRECTORY REPLICATION MANAGER

The Replication Manager allows administrators to share User data with external
directoriesto allow access control through the ClearTrust system.

The Directory Replicator can be used to replicate data stored in LDAP databases
(Netscape and PeerLogic Directory Servers, using the LDIF file format) or
MicroSoft ActiveDirectory databases. Once replicated and imported, the data
will be synchronized with user data stored in the ClearTrust SecureControl
Entitlements Database.

DOCUMENT CONVENTIONS

fa

This Administration Guide provides ageneral overview of the Entitlements
Managers functions, as well asinformation about SecureDetector and the
Directory Replicator. In addition to this paper document, Securant provides an
on-line Administrator reference guide that provides step-by-step instructions on
how to perform Administration functions using the Entitlements M anagers.
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The following typographical conventions are used throughout the Administration
Guide and in the on-line documentation:

Table1.1 Typographica conventions

Convention Meaning Example

San-serif bold User interface el ements such as buttons, 1. Select File P Print.
menus choices, window names, dialog .
boxes, field names and so on. 2. Click save.

SAN-SERIF Keyboard keys, including letters and Press CTRL+ALT+DELETE

BOLD numbers as well as Tab, CTRL, ALT,

italics New terms, emphasized words or book See the Administration Guide for more
titles. information about using the Entitlements

Manager.

UPPERCASE Environment variables, SQL commands, | SELECT obj ect _name FROM user _obj ects
logical operators, device names,
acronyms, registry settings, system Mount your CD-ROM drive.
commands, and so on.

Couri er Code examples, files, directories, class Edit the Def aul t . conf fileinthe
names, commands, parameters and on- \ Secur eCtrl\ Confi gurati on directory.
screen computer output.

Courier bold | Typedinput (asopposed to on-screen Entitlenents server host:
computer output). Entitlenment s_Server

<italics> Information to be determined by the print <filenanme>
reader. Substitute the appropriate name,
directory, or other specific information.
In code examples, denotes the print <filenanel> <filename2>. ..
continuation of an argument, file or
command.

[ 1] Optional information. reject [-d] <filename>

5
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THE ENTITLEMENTS MANAGER
BACKGROUND CONCEPTS

The ClearTrust SecureControl Entitlements Manager allows system administrators
to easily create mechanisms to control User’s access to system resources. The
Manager includes tools to distribute administrative duties among specified Users, to
organize Users into specified groups, to alow or deny access according to specified
information about the User, to test access, and to establish password policies to
avoid security breaches via compromised passwords. These tools are described in
this chapter in the following sections:

* Delegated Administration
e Users, Groups and Reams

* Runtime Access Control

* Protected Resources

* Passwords

e ClearTrust SecureControl Administration Task Summary

The Entitlements Manager functions can be accessed using either a Java-based Ul or
a browser-based GUI. Those interfaces are described in more detail in Chapter 3,
The Entitlements Manager Web Ul and Chapter 4, The Entitlements Manager Java
Client Ul.

Note: This guide refers to entities in the ClearTrust SecureControl system (Users,
defined Groups of Users, web servers, files, and so on) as Objects. Resources
refers to Objects that can be accessed by Users, such as web pages, files, or
defined groups of files.

DELEGATED ADMINISTRATION

Rather than require a single System Administrator to control all the access functions
for a protected system, ClearTrust SecureControl supports del egated administration
via Administrators, Administrative Roles, and Administrative Groups.

The Entitlements Manager Background Concepts 2-1 ‘g



Each Administrative Role has access to a specified set of functionsin the
Entitlements Manager, referred to as privileges. An Administrative Group isa
specified collection of Users, Objects and system Resources. Administrative
Roles and Administrative Groups are typically created by a Super User.

An Administrator is a User who has been assigned one or more Administrative
Roles within an Administrative Group. Administrators can control Objects and
Resources which they own (which are in the Administrative Group), according to
the privileges of their Administrative Role.

In Figure 2.1: Ownership of Objects by Administrative Groups on page 2-2, the
Extranet Administrative Group owns the Online Order Application which
contains the Inventory Web Server and the Invoice Web Server, which
themselves in turn contain URIs. The Extranet Administrative Group also owns
several Users and the HR Web site. Admin-1, the Administrator in the
Administrative Group, can control access to these Resources according to the
privileges of the Administrative Role or Roles to which Admin-1 belongs.

Figure2.1 Ownership of Objects by Administrative Groups

Extranet Admin Group

HR Web Site

Online Order Application

For information about Users, see Users, Groups and Realms on page 2-5. For
information about Applications, Web Serversand URIs, see Protected Resources
on page 2-16. This section contains information about the following:

¢ Super Users

e Adminigrative Groups

* Adminigrative Roles

* Public and Private Objects

SUPER USERS

A Super User isan Administrator who has access to the highest level of the
Entitlements Manager’ s functionality. Super Users, and only Super Users, can do
the following:

e “Lock out” aUser. Locking out a User immediately disablesall accessthat the
User might have to protected Resources.

* Transfer ownership. Only the Super User has the ability to give ownership,
remove ownership, or transfer ownership from one Administrator to another.

Theinitial Super User is specified during installation of the ClearTrust
SecureControl system, and will automatically be created on the system as a
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member and Administrator of the default Administrative Group
(“ SecureControl_Adminigrative_Group”). Only aUser who is an Administrator
can beidentified as a Super User.

Warning: At least one Super User must exist at all times.

It is possible for the SecureControl system to function with only one
Administrator, who is the Super User. However, delegated administration
relieves the Super User of having to perform all the administrative tasks
associated with controlling access to system Resources.

p Important: The Super User role is unique in that it's not bound by

d Administrative Group or Administrative Role permissions; however, when you
create objects as a Super User, the ownership is still determined by the

Administrative Role you selected when you logged on to ClearTrust

SecureControl Manager. For more information about Administrative Roles, see

Administrative Roles on page 2-4.

ADMINISTRATIVE GROUPS

Every ClearTrust SecureControl-protected Object and Resource is associated
with an Administrative Group, which isits“owner.” An Administrative Group
can typically modify or protect only those Objects and Resources that it owns).

The following Objects can be owned:

e User - A person’s account on the system. A User’ s account information in the
SecureControl system always includes Fixed Attributes (Name, e-mail,
password, and so on). Administrators with the appropriate privilege can also
define new User Properties (for example Social Security Number or security
clearance grade) that can be used to control access.

e Group - A group of Users
* Realm - A group of Groups

e Application - A set of programs and data that has been grouped together and
named

* URI - (Uniform Resource Identifier) A file or directory name on aweb server
(usually the same as a URL without the domain name).

e Server Tree
e Web Server

e User Property Definition - Customized information to be associated with
each User account. For more information about User Properties, see Users,
Groups and Realms on page 2-5.

The owner of the Object or Resource is usually the Administrative Group to
which the Administrator creating the entity belongs, but it is possibleto create an
object or resource for another Administrative Group.

5
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Adminigtrative Groups usually reflect organizational structure (for example
“Marketing,” “Sales,” “Shipping,” and “Engineering”) or geography (New Y ork,
Chicago, and Los Angeles). Administrative Groups can include Extranet
partners, customers, and others external to the organization.

Note: A User's password policy (expiration date, minimum length, and other
characteristics) is determined by the password policy associated with the
Administrative Group that owns the User. For more information about
passwords, see Passwordson page 2-22.

ADMINISTRATIVE ROLES

An Administrative Role is a collection of privileges that can be assigned to an
Adminigtrator in an Administrative Group. Administrative Roles are named
when they are created, and are referred to by that name in the SecureControl
system. Roles typically reflect an Administrator’s function in the organization
(For example “Help Desk,” or “HR"). A list of possible Administrative Role
privileges is below:
* Administrative Roles - The ability to add, modify, or delete Administrative
Roles.

* Ownership - The ability to modify ownership of Resources.

e Users- The ahility to add Users, modify a User's Fixed Attributes and User
Properties, and delete Users.

* Groups-The ability to add Groups, modify a Group’s properties, or delete
Groups.

* Realms- Theability to add Realms, modify a Realm’s properties, or delete a
Ream.

* Applications- The ability to add, modify, or delete Web Applications,
including Application Resources (URIS).

* Web Servers- The ability to add, modify, or delete Web Servers.

e Passwords - The ability to modify (but not create or delete) aUser’'s
password.

* User Property Definitions - The ability to add, delete, or modify User
Property definitions.

PUBLIC AND PRIVATE OBJECTS

Objectsin the SecureControl system aretypically designated as“ public” - that is,
they can be seen in the Entitlements Manager GUI by all Administrators,
regardless of whether or not they are members of the Administrative Group that
owns the object (though only members of the owning Administrative Group with
the appropriate privileges can modify and delete public Objects).

To control Administrators’ access to sensitive information, it is possible to
designate an object as “private.” A object that is private only appearsin the
Entitlements Manager when the Manager is being used by Administrators of the
Administrative Group that owns the object.
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The following Objects can be designated as private:

* User (including all Fixed Attributes and User Properties associated with that
User)

e Group

* Readm

* Application

* Web Server

* URI on an Owned Web Server
* User Property Definition

In Figure 2.2, Administrators in the Extranet Admin Group cannot see any of the
Objects owned by the Intranet Admin Group (web server 1, User 2 and User 1)
because these Objects have been made private. On the other hand, Administrators
in the Intranet Admin Group can see the Online Order Application and User 3
owned by the Extranet Admin Group because these objects are public.

[ Intranet Admin Group ] [ Extranet Admin Group]
(Usertz) sevrvveebr 1 User 1 User 3 | [OnlineOrder | [ HR web
private [ (private) (public) Application server

(private) (public) (private)

Figure 2.2 Public and Private Objects

By default, all Objectsare public. An Object can be designated as private when it
is being created, or modified to be private later.

Warning: It is possible for a SuperUser to give a User access to Resources
which do not belong to that User’'s Administrative Group and which have been
designated as Private. Those Resources and their associated access
permissions will not be visible to the User’'s Administrative Group’s
Administrators. This functionality should be used with discretion.

USERS, GROUPS AND REALMS

The ClearTrust SecureControl system controls access to Resources and
Applications based on the characteristics of the User. Each User Account is
associated with a unique User ID, as well as with severa Fixed Attributes and,
potentially, several User Properties.

Each person using the system will typically be associated with only one User
account, though it is possible for several people to share an account, for asingle
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person to have several accounts, and for User accounts to be associated with job
descriptionsinstead of people.

To make system administration more convenient, SecureControl allows Usersto
be grouped into Groups, and allows Groups to be grouped into Realms. Itis
possible to control access to system Resources and Applications by aUser’'s
membership in a Group or Realm, instead of individually.

In the diagram below, User2 is part of Group 1, which is part of a Realm.

Fixed attributes

UserlD: Extensible attributes

Firstname: e User Properties defined by the
Lastname: organization.

Password: ¢ Provide the basis for Smart
Group id: Rules(TM) processing.

Figure 2.3 Realms Contain Groups; Groups Contain Users

For more information about Applications and Resources, see Protected
Resources on page 2-16. This section contains information about the following:

e Users (including Fixed Attributes and User Properties)
¢ Groups
* Redms

USERS

A Userisanindividual login account in the SecureControl system. User accounts
are typically associated with one person, although it is possible for more than one
person to share an account (“guest,” for example). It is also possible for one
person to have access to more than one account (“charlie’ and “ superuser,” for
example), and for User accounts to be associated with job descriptionsinstead of
people (for example “HR1" or “Front Desk”).

Each User account must have a unique Login 1D, which is determined when the
User is created and which cannot be changed.

Other items of information about the User besides Login ID are also specified
when the User is created or modified. Some of those items of information - called
Fixed Attributes - already have fields reserved for them in the Create User (or
Modify User) dialog in the Entitlements Manager. Additional items of
information about Users - called User Properties - can be defined by
Adminigtrators as necessary. Fields associated with User Properties will also
appear in the Create User (or Modify User) dialog.
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Fixed Attributes and User Properties are discussed in the rest of this sub-section.
For information about controlling access via Fixed Attributes and User
Properties, see Runtime Access Control on page 2-10.

Important: If you are going to control access to a resource via a User
Property, you should define that User Property before creating any Users, so
that you can specify the value of that User Property for each User as they are
being created. (For more information about controlling access via a User

Property, see SmartRules on page 2-12).

Fixed Attributes

Fixed Attributes are items of information associated with an individual User
Account. Fixed Attributes can be specified when the User is being created, or can
be modified later (except for Login ID, which cannot be modified). Some Fixed
Attributes are required, some are optional, and some will probably be used only
rarely (for example, Locked Out). Following is atable of Fixed Attributes.

Table2.1 Fixed Attribute Descriptions

Fixed Attribute Description Notes

UserlD Login ID for the User Required

First Name User’sfirst name Optional

Last Name User's last name Optional

Email Address Email address for the User Optional

DN Distinguished name (X.500 Optional

schema)
Account Start Date and time the User's The default is the host

account becomes active

machine time when the
User’sinformation is saved
(thus, when the User is
“created”).

Account Expiry

Date and time the account
will expire

The default is 1 year after
Account Start.

Owner

Administrative Group that
owns the User account

The default isthe
Administrative Group of the
Administrator that created the
User.

Password status

Indicates whether the
password is active or has
expired

The Entitlements Manager Background Concepts 2-7
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Table 2.1  Fixed Attribute Descriptions

Fixed Attribute Description Notes

Password The date the password will The default lifetime of a

expiration date expire. password is determined by
(Itisalso possibleto force the password policy
expiration of apassword by | associated with the
checking the“ Force Password | Administrative Group that
Expiration” checkbox. owns the User.

Among other uses, this can be
used to force newly created
Users to change their
passwords the first time they
login).

Private Identifiesthe User account as | The default is public. Private
private; only the owning Users can only be seen by an
Administrative Group will be | Administrator in the same
able to view this User and Administrative Group as the
their associated account Administrator who created
information. the User.

Super User Createsthe User asa This checkbox is only
Superuser. Super Users can enabled if the Administrator
perform any action on any creating or modifying the
Object or Resource. User isa Super User. The

User must be an
Administrator.
Assign with caution.

Locked Out Immediately disables any Only Super Users can enable

permissions granted to the
User, and blocks them from
accessing protected
Resources.

this feature.
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User Properties

User Properties are items of information that are created by Administrators
specifically for their organization. User Properties must be one of five specific
data types, which are described in the table below. (Note that Fixed Attributes
can also be categorized according to these data types).

Table 2.2  User Property types and examples

Type Description Example
BOOLEAN “True” or “False’ Current depositor?
External User?
Customer?
STRING A character string The User’s street address
INT An integer The User’s zip code
The User’s level of security
clearance
FLOAT A floating point decimal | The User’s account balance
value The User’s shoe size
DATE A date The User’s birthday
The User’s retirement date

Using the SecureControl system, it is possibleto allow or deny a User access to
system Resources according to the values of their User Properties (for example,
to only allow current customers to access a mail program, or only allow Users
over the age of 18 to access certain directories on the web server). To do this,
Adminigtrators use SmartRules. For more information about SmartRules, see
SmartRules on page 2-12.

Creating User Properties
User Property definitions can be created in several ways:

* By an Administrator using the Create User Property dialog in the
Entitlements Manager (see the on-line documentation for the Entitlements
Manager Web Ul and Java Client for more information).

* Automatically, by specifying a customizable action in SecureDetector.

* Automatically, by the cr eat eUser Propert yDefi ni ti on function in the
ClearTrust SecureControl API.

Specifying and changing User Property values

The values of User Properties for individual Users can be updated in several
ways:
* Directly, viathe Modify User diaog in the Entitlements Manager (see Chapter

3, The Entitlements Manager Web Ul and Chapter 4, The Entitlements
Manager Java Client Ul for more information).

* Indirectly, using a custom Application that changes the value of the User
Property viathe ClearTrust SecureControl API.

fa
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* By importing new data from an external database via ClearTrust' s Database
Replicator tool. (See Chapter 5, Integrating Other Directories and Clear Trust
for more information).

GROUPS

Groups are simply specified groups of Users. A Group must have a unique name,
and may also have an associated description. A User can belong to more than one
Group.

Accessto system Resources can be controlled according to Group membership as
well as according to the individual User. How Users are Grouped will depend on
the needs of the organization. A school, for example, might create a Group called
“Teachers,” with access to word processing software, database software, student
records, assignments and test answers, a Group called “ Students,” with access
only to software and assignments, and a Group called “ Administration,” with
access to all of the above plus teacher’s salaries.

REALMS

Realms are specified groups of Groups. A Realm must have a unique name, and
may also have an associated description. Groups can belong to more than one
Realm.

Access to system Resources can be controlled according to Realm membership,
aswell as according to Group membership or individual User. How Groups are
grouped into Realms will depend on the needs of the organization.

RUNTIME ACCESS CONTROL

Using the SecureControl system, it ispossibleto limit a User’s access to system
Resources in two ways - explicitly, by the identity of the User or by their
membership in a Group or Realm, and implicitly, according to the value of the
User's User Properties. Limits based on the User, Group or Realm are called
Basic Entitlements. Limits based on User Properties are called SmartRules. Basic
Entitlements and SmartRules are discussed further in the rest of this section.

Basic Entitlements and SmartRules control accessto system Resourcesin
conjunction with Applications (specified groups of system Resources) and
Application Functions (sets of access rules customized for different
functionalities within the Application). By default, each Applicationis
automatically associated with ageneral “ACCESS” Application Function when it
iscreated. It isalso possible to create custom Application Functions to fulfill
work-flow, application portal, or other specialized requirements; to do so, you
must create applications that i mplement the ClearTrust SecureControl API.

See Protected Resources on page 2-16 for information about Applications. See
the Developer’s Guide for detail s about creating custom Application
Functions.This section discusses the following:

¢ Basic Entitlements
¢ SmartRules
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BASIC ENTITLEMENTS

A Basic Entitlement explicitly allows or denies access to a specific Resource
(typically an Application). Basic Entitlements can be specified at the User, Group
or Realm level.

* Basic Entitlements assigned at the User level affect only that User.

* Basic Entitlements assigned at the Group level affect all of the Users
contained in that Group.

* Basic Entitlements granted at the Realm level affect al Usersin all Groups
within that Realm.

If aGroup is granted access rights to a Resource through a Basic Entitlement, all
the Usersin the Group have access rights to the Resource unless they are
specifically excluded. If a Realm is granted access to a Resource through aBasic
Entitlement, all Groups and Usersin the Realm have access to the Resource
unless excluded at the Group or User level.

Resolving Multiple or Contradictory Entitlements

Since Entitlements can exist at several levels, Users can belong to multiple
Groups, and Groups can belong to multiple Realms, it’s possible to create
contradictory Basic Entitlements. If Basic Entitlements are in conflict, access to
Resources is resolved as follows:

* The Entitlement at the more specific level takes higher priority - Userisa
more specific level than Group, Group more specific than Realm.

e All Entitlements at the same level must be allow for access at that level to be
allowed. (If aUser isamember of more than one Group, all the Groups'
Entitlements must be set to allow or the User will be denied access).

Thus, if aUser has an explicit allow as a member of a Group that has been
granted access but also has an explicit deny based on the individual User account,
that User will be denied accessto the Application. Similarly, if aUserisa
member of one Group that has an explicit allow, but another that has an explicit
deny, that User will be denied.
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In the example below, all the members of the Realm have been allowed access to
the ACCESS function of the Application, but User4 has been explicitly denied.

SMARTRULES

Basic Entitlements enable you to specify access to Resources on a per-User, per-
Group, or per-Realm basis. However, some organizations may want more
flexibility and control than Basic Entitlements provide. Clear Trust's SmartRules
let you apply access rules directly to Resour ces (rather than to Users, Groups, or
Realms) based on User Properties.

By basing access on User Properties, rather than viaa static Basic Entitlement, it
is possible to change a given User’ s access privileges immediately and
simultaneoudy throughout the system. Thus, for example, if an organization has
implemented a User Property called Employment Status (a Boolean value), then
when employees are terminated the Smart Rule based on Employment Status can
instantly revoke all access privileges as soon as that one property is changed.

This sub-section contains information about the following:
* Formsof SmartRules

* Typesof SmartRules

* Combining SmartRules

* Testing

* Examples of Smart Rule usage
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Important: SmartRules decide a User’s access to a specified Application
only if no relevant Basic Entitlement exists at any level (User, Group, or
Realm). Basic Entitlements always take precedence over SmartRules.

Forms of SmartRules

A Smart Rule compares the value of a User’s User Property to a specified value
(a comparison criterion) according to a comparison operator. Smart Rule
operators are described in the following table:

Table 2.3 Smart Rule Operators

User Property Operator

Date Before, After

Boolean IsNot, Is

String Does Not Contain, Ends With, Equals, Starts With, Contains
(you can also apply numeric operators to Strings).

Integer, Float >=, <, +,>, <=, 1=

In the following figure, a Smart Rule “Allow if AccountBalance = n,” based on
the created User Property “AccountBalance,” is used to limit access to the
Application to Users who have an account balance equal to n, where n is some
specified value.

Fixed Attributes
UserlD
o

User Property
AccountBalance(int type] I

Application can be accessed by users whose
AccountBal ance property = n [ some specified value]

Y

Application

Application Function 1
(ACCESS)

Additional application function

Additional application function
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Types of SmartRules

SmartRules can be created in one of three types — ALLOWN DENY, or REQUI RE.
These types are explained further in Table 2.4.

Table2.4 Smart Rule types

Processing | Logic for
Order Multiple Rules
Type (default) of This Type Usage Notes

Deny First OR If the value of the User Property
meets the condition, the User is
denied accessimmediately; no
further rules are evaluated.

Allow Second OR If the User Property meets the
condition, the User can accessthe
Application Function immediately;
no further rules are eval uated

Require Last AND If the value of the User Property
meets the condition, SecureControl
evaluates the next Requirerules. If
al Requirerules are fulfilled and
Allow and Deny rules allow access,
the User is granted access.

The three kinds of SmartRules can be combined in various ways to implement
business rules and control access to an Application.

Important: If a User has a User Property of value “N/A” (not yet entered), a
Deny rule based on that User Property will consider the condition not met (will
not Deny) if the Authorization Server is set to active mode, but will consider the
condition met (will Deny) if the Authorization Server is set to passive mode. The
Authorization Server mode is set in the Def aul t . conf file, by the

secur econtrol . aserver. aut horizati on_node parameter. By default,
the parameter is set equal to active. (See the Installation and Configuration
Guide for information on changing the setting.)

Combining SmartRules

Anindividual Smart Rule applies a single condition to one particular User
Property. To create more complex conditions for access, you can define and
combine multiple SmartRules. For example, say the Application Function
ACCESS for aparticular Application has these two SmartRules associated with
it:

ALLOWIif State = CA

DENY if Age < 21

and User Joe has values set for each of these properties, as follows:

State = CA
Age = 18

If the default processing order for ACCESS (Deny->Allow) isin effect, then the
SmartRules are evaluated as follows:
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1. DENY if Age<?21
2. ALLOW if State = CA

Joe will be denied access because of the valuein his User Property for Age. The
second Smart Rule is never evaluated.

Deny ->Allow is the default processing order of SmartRules. Administrators can
reverse the order—so that Allow Rules are processed before Deny Rules - by
changing the priority in the associated A pplication Function.

In the previous example, access was ultimately denied. Changing the processing
priority to Allow->Deny in the example changes the processing order as follows:

1. ALLOW if State= CA
2. DENY if Age< 21

Joe would be granted access because he meetsthe ALL OW condition. The
DENY condition is never evaluated.

Following are some more complex examples of Smart Rule use.

Testing

Before implementing a security policy based on created SmartRules, it's a good
ideato test the defined rulesto see if they are operating asintended. The testing
tool in the Entitlements Manager alows administrators to simulate a specific
User attempting to access aresource in order to test created SmartRules.

Note: If you have just created a User or changed a User’s User Properties, that
User will not be represented properly in the Entitlement Server's cache. To
update the cache, you must explicitly flush its contents. The Entitlements
Manager includes a “Flush Cache” function.

Examples of Smart Rule usage

Example One

In this example, the organization using the ClearTrust SecureControl systemis
an insurance company with customers throughout the south- and north-west
United States. At the beginning of its fiscal year, the company decidesto make a
special offer available to residents of California, Texas, and Oregon viaits Web
site. To accomplish this the insurance company creates three SmartRules to
control access to the area of the Web Server containing the special offer (having
already created a User Property called “ State,” normally used as part of the
customer’s mailing address):

* ALLOW if State=CA
e ALLOW if State=TX
* ALLOW if State=OR

This simple setup accomplishes the desired goal. Residents of California, Texas,
and Oregon can access the special offer, and everyone else is denied access.

A month later, the insurance company decides it must limit the offer to Users
with good credit ratings. Since there is already another User Property called
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“bad-credit,” (a Boolean which is set to yes if the account has been flagged for
non-payment), adding another Smart Rule is straightforward:

* DENY if bad-credit = true
e ALLOW if State=CA
e ALLOW if State=TX
e ALLOW if State=OR

Since the priority for this Application Function is set to its default value,
DENY -> ALLOW, Deny ruleswill be evaluated first. Now only Users with
good credit from California, Texas, or Oregon can access the insurance
company’s “special offer” web page.

Example Two

Itisalso possible to combine SmartRules of the REQU RE type. In thisexample,
acompany wants to limit access to an area of its Web site to retail customers that
have account balances over $100. In this case, both parts of the condition must be
met or the User should be denied access. The ClearTrust Administrator creates
two SmartRules:

* REQUIRE Account Balance> 100
* REQUIRE Account Type = Retail

At runtime, only retail Userswith account balancesin excess of $100 will be
allowed access to the site.

PROTECTED RESOURCES

The ClearTrust SecureControl allows Administrators to control Users' accessto
Resources such asfiles (including cgi files), directories, and software. Before
these Resources can be protected, however, they must be identified to the system.
Anindividual Resource in the SecureControl system isidentified by its URI
(Universal Resource Identifier). A specific, named, group of URIsisknown as an
Application.

To specify aresource (an Application or URI), it is necessary to first identify the
Web Server or Web Servers on which it resides. Web Servers are identified by a
name that has been explicitly assigned to them in the SecureControl system (not
by DNS entry). In addition to explicitly naming Web Servers, it is possible to
explicitly name Server Trees (groups of Resources on aWeb Server), so that
different Adminigtrative Groups can own different parts of the same Web Server.

For information about protecting Resources using Application Functions, Basic
Entitlements and SmartRules, see Runtime Access Control on page 2-10. This
section contains information about the following:

* Web Servers (including Server Trees, Server Redirection and Mirror Sites)

* Applications (including Application Functions and Web Server mapped
documents)

* URIs(including URIs in overlapping applications and Dynamic Content)
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Important: Active and Passive Mode

Before using the Entitlements Manager to define protected Resources, you
should be aware of whether your ClearTrust environment is configured for
active or passive mode. Accessto Resources not explicitly defined as part of an
Application will depend on this configuration.

If the system is configured in active mode only those Resources that are part of
an Application and associated with an Application Function are protected.

If the system is configured in passive mode every Resourceis protected,
whether or not it's part of an Application. To provide access in this mode, you
must expressly configure each Resource as part of an Application.

From an Administrator’s stand-point, passive mode involves more
configuration work. You'll have to explicitly create Applications for anything
you want your Users to be able to access, or they’ll be denied access. On the
other hand, if you intend to protect all of your resources passive mode will
ensure that this occurs.

In either case, any Resource that’s protected will require either a Basic
Entitlement or a Smart Rule to determine access, or the access will be denied.

The Authorization Server mode is set in the Def aul t . conf file, by the
secur econtrol . aserver. aut hori zati on_node parameter. By default,
the parameter is set equal to active. (See the Installation and Configuration
Guide for information on changing the setting.)

WEB SERVERS

Before you can protect a Resource or Application, you must identify to the
system the web server (or web servers) on which it resides. Web serversin the
ClearTrust SecureControl system are identified by name, not domain name.
When aweb server nameis created in the system the following information about
the web server is associated with it:

Table 25 Web Server information

Server

Information | Description Comments

Name The name by Each web server in the system must have a unique
whichtheweb | name. The name must match the value of the
serverisknown | secur econtrol . pl ugi n. web_server _name
to the parameter in the web server Plug-in’s
ClearTrust Defaul t . conf file. (The default namein that file
SecureControl is“WebServer”).
system

Hostname This must For example, hostname.domain.com, or the web
match the server's |P address.
actual, fully-
qualified name
of the web
server
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Table 25 Web Server information

Server

Information | Description Comments

Port number | Thisisthe port | The default is port 80, but this can be changed if
addresson the web server is configured with a different port
which theweb | number.
server
advertisesits
http services.

Owner The By default, thisis the Administrative Group of the
Administrative | Administrator account that created the web server.
Group that A Super User can transfer ownership to another
owns this web Administrative Group.
server.

Server Trees

Accessto a Web Server is controlled by the Administrative Group that owns the
server (typically the Administrative Group that created the Web Server). To
facilitate delegated administration, it is possible to divide the Resources on a
Web Server into Server Trees. Server Trees, and therefore the Resources which
they contain, can be owned by different Administrative Groups. Administrators
from these Adminigtrative Groups can then create the Applications made up of
these Resources, and can control access to these Applications.

Server Redirection

Sometimes an organization may want a ClearTrust SecureControl protected Web
Server to redirect a User’s browser to another page.

It is possible to configure the ClearTrust SecureControl Web Server Plug-in to
redirect a User’'s browser to different locations in the event of authorization
failure. More than one alternate location is supported - ClearTrust SecureControl
can return different HTML pages depending on the reason for the failure. For
more information on redirecting the User’ s browser, see the Installation and
Configuration Guide.

It isalso possible to use HTTP to refer the browser to a different page once the
referring page has been requested. Refer to the documentation that came with
your Web Server to see how to configure it to perform that kind of redirection.

Mirror Sites

If an organization has several load-balanced web serversthat are acting as mirror
sites (they al serve the same content, and have the same directory structure and
files), those servers can all be named the same thing in the Entitlements M anager.
In addition to having the same name in the Entitlements Manager, the servers
must all have the same name specified in their web server Plug-in's

Def aul t. conf . URIswill only need to be assigned once for mirrored
Resources.

If serversare configured thisway it will not be possible to track activity on each
individual web server separately in the ClearTrust SecureControl logs. To track
activity separately for each server, they must be named differently and URIs
assigned on each one.
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APPLICATIONS

An Application is a collection of Resources in the ClearTrust SecureControl
system that have been explicitly specified and named. Resourcesincluded in an
Application can include web pages, cgi files, directories, gif or jpg files,
databases, and so on.

Application

e Access
Web Applications are ~

made up of resources
that reside on Web Check status
Servers. Resources
include directories, Application
sub-directories, and Cancel order r Functions
files. Resources are
identified using
relative URI (uniform Initiate trade
resource identifier) _
names.

[directories/filenames [directories/filenames

Web Server A Web Server B

Resourcesin an Application are specified by the Resource’s URI. Adding URIs
to an Application is subject to the following limitations:

* A specific URI can be defined as a member of only one Application at atime.
The same URI cannot be added to more than one Application.

* Since aURI can be adirectory, URIs in different Applications can overlap.

* A single Application can contain URIs on more than one Web Server, aslong
as the Administrative Group that owns the Application also owns the all the
Web Servers or Server Treesand all the included URIs.

URIs are discussed further later in this section.

Application Functions

Application Functions define access permissions for a specified group of URIs
within an Application. ClearTrust SecureControl automatically includes the
default Application Function, ACCESS when an Application is created. Unless
otherwise configured, ACCESS allows access to all the URIswithin an
Application. It is possible to define more specific and complex Access Functions
using the ClearTrust SecureControl API.
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Web Server mapped documents

Web Servers often display afilethat is different from the URL requested by
the browser. For example, entering ht t p: / / wwv. acme. conl  inaWeb
browser will usually display the page i ndex. ht ni , located in the default web
directory for the acme.com domain. To protect pages that can be accessed by
more than one URL, be sure to include both URI in the Application. In this
example, you'd specifically define both/ and/i ndex. ht m .

URIS

All Resources on aWeb Server that will be added to an Application must be
identified by a Universal Resource Identifier (URI). URIsareinclusive - on a
system wherethe / mar ket i ng directory containsthe / appl i cati ons
directory, for example, the URI / mar ket i ng/ * contains everything in the /
appl i cations/ directory.

Adminigtrators can only manage URIs in their own Administrative Group.
Trying to add another Administrative Group’s URI to your Application will
generate an error message.

A URI can only belong to one Application at atime, but overlapping URIs can
belong to different Applications. A URI can also designate dynamic
content. These issues are discussed further in the remainder of this section.

Warning: When specifying directories on a web server to be protected, do not use
“/ *” to protect the entire web server. Using a “/ *” to protect your entire web server
will block the SecureControl system itself from accessing the CGls and forms
needed to perform operations such as password changes. To protect all the files on
your web server except the SecureControl files, move all the directories except

/ secur ant into a sub-directory and then protect that sub-directory.

URIs in overlapping applications

A URI can only be part of one Application at atime, but because URIs can
overlap it is possible for Resources to belong to more than one Application.
When determining if a User has access to a resource, SecureControl will apply
the most explicit URI available for that resource.

Figure 2.4: An example of a Web Server with multiple Applications on page 2-21
includes the following Applications:

* The“Profit Projections’ Application, which contains the URI
/ projections/profits/*

* The“Salaries’ Application, which containsthe URI / sal ari es/ *
* The*“Finance Server” Application, which contains / *

Both the Profit Projections and Salaries Applications overlap the boundaries of
the Finance Server Application. When a User tries to access a Resource that
matches more than one Application, which entitlements will be enforced?
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Figure 2.4 Anexample of a Web Server with multiple Applications

http://finance.securant.com

L]
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Profit Projections Application
URI=/projections/profits/*

URI=/*

Finance Server Application

Salaries Application
URI=/salaries/*

1

Iprojections

Iprofits

=L

/salaries
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PASSWORDS

Table 2.6 describes how some access attempts will be handled by the
SecureControl system.

Table2.6 Accessto overlapping URIs

Application
Determining
Resource Most Explicit URI Access
/projections/profits/ /projections/profits/* Profit Projections
/ proj ections/ spendi ng/ /* Finance Server
/sal ari es/ exec. ht ni /sal aries/* Salaries
/sal aries/slack/bob.gif | /salaries/* Salaries
/ sal aam ht m /* Finance Server

Dynamic Content

Within ClearTrust SecureControl, server-side programs and scripts are treated
like any other Web content. CGl, Active Server Page, or similar files can be
designated by a URI and included in an Application. For example, the following
aredl valid URIsto add to a ClearTrust SecureControl Application:

* /[projections/spending/today. cgi
e /projections/sal es/db_update. pl
* /receivabl es/ agi ng_report.asp

Dynamically created URIs, however -- pages using a CGl or any other server-
side program that appends data to the URL at submission time (using GET, for
instance) - should be designated using a wildcard. For example, the URI to
designate a web page such as:

http://yourserver. domai n. com budget/t oday. cgi ?day=t uesday
is.
/ budget/t oday. cgi/*

It is also possible to specify automatically generated pages and images that are all
in one directory by designating the directory as the URI using awildcard. For
example, if all of the automatically generated content will bein adirectory called
/resul ts/daily/,everythingin that directory including the automatically
generated content can be designated using the URI /resul t s/ dai | y/ *

The ClearTrust SecureControl Entitlements Manager includes functionality to
define and enforce Password Policies. Password Policies are associated with
Administrative Groups. The policy applied to a User’s password depends on the
Administrative Groups that the User belongsto. If no Password Policy has been
defined for an Administrative Group, the The SecureControl Default Password
Policy will be applied.
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Important: There must be a Default Password Policy for the system at all
times. The existing Default Password Policy cannot be deleted unless you first
define another policy as the default. There cannot be more than one Default
Password Policy at one time.

Design of a Password Policy requires common sense. Forcing Usersto live with
an overly strict Password Policy (for example, one that requires overly long
passwords or very frequent password changes) may cause them to compromise
security (most commonly by writing their passwords down).

This section contains information about the following:
* SecureControl Password Policy Features
* |Individual Password Management

SECURECONTROL PASSWORD PoOLICY FEATURES

SecureControl includes the following Password Policy features:

Length

Passwords that are too short are vulnerable to brute force attacks, but passwords
that are too long can be difficult to remember, and may cause problemsin some
poorly-written programs. SecureControl allows Administratorsto specify a
minimum and maximum required length for User passwords.

A password shorter than six charactersis probably unacceptably weak, but a
password longer than 32 characters could also be problematic.

Because the algorithm used by SecureControl for encrypting passwords encrypts
all passwordsto be the same length, the length of the password is unimportant to
the SecureControl system itself.

Non-Alphabetic Characters

Because the most common attacks used by crackers are dictionary attacks, adding
afew non-alphanumeric characters to a password can enhance a password’s
security greatly (for example, changing “password” to “password-327").
SecureControl password policies can be configured to require at |east one non-
alphabetic character.

Most common al phanumeric substitutions (the numeral 1 for the letter I, the
numeral 3 for the letter E and the numeral 7 for the letter T, among others) have
been integrated into cracking tools.

Character Exclusion

If a password is going to be used in more than one environment (particularly if it
isgoing to be used in aUNIX environment), it would be better if it did not
contain certain non-alphanumeric characters. Characterssuch as &, *, and/ can
have unpredictable effects when used in strings passed to some common UNIX
commands. SecureControl allows you to reject potential passwords that include
specified characters.
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Dictionary Search

SecureControl will match potential new passwords against alist of words (in the
filewor ds. t xt ) and exclude passwords that are on thelist. wor ds. t xt contains
several thousand commonly-used wordsthat will likely be included as part of any
dictionary attacks on the system. The SecureControl installation also includes
empty.txt, to which you can add your own words to be excluded.

Password History

A common way Usersdeal with strictly-enforced password policies (particul arly
in system where passwords must be changed frequently) isto come up with two
or three “good” passwords and rotate among them. SecureControl checks Users
potential new passwords against alist of their previous passwords and rejectsthe
new password if it has been used before. This function can be configured to
compare the potential new password to the last 0 to 25 passwords.

Password Lifetime

Thelonger a password exists, the more likely it is to be compromised.
SecureControl includes afunction to force Users to change their passwords after
a specified period of time has passed. When Users' passwords expire, they will
belocked out of any SecureControl-protected Resources until they choose anew,
valid password.

Password Expiration

A User’s password can be expired before the Password Lifetime is up viathe
SecureControl API, or in the Entitlements Manager by setting the User’s
password’ s expiration date to match the current date or by checking the “Force
Password Expiration” checkbox. Among other uses, this forces the User to
change his/her password the next time he or she authenticates.

INDIVIDUAL PASSWORD MANAGEMENT

Note: The default password (“ch4nge_me”) is automatically set when a new
User is created in the SecureControl Entitlements Manager. If the Force
Password Expiration checkbox is selected (or the
force_password_expiration parameter is set to true), the User will be
automatically prompted to change their password the first time they log in. If the
Force Password Expiration checkbox is de-selected (or the
force_password_expirati on parameter is set to false), the default
password will be active for the period of time specified for passwords by the
User’'s Administrative Group’s Password Policy.

SecureControl’s API providesfunctionality for individual password management
in the form of CGlsand Java Servlets.

Web-based Password Change and Reset

Web Users can change their passwords through the SecureControl Password
Change Web page. This page can be customized to have the same look and feel
astherest of aWeb site.
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The Password Change Web page asks the User to provide hisor her old password
and then the new password two times. The old password is checked against the
User's expired password to verify accuracy. The User is asked to provide the new
password twice to avoid mistyping, and the two new passwords are checked
against each other to make sure they match. Assuming that the old password
provided matches the expired password in the database and that the User's new
password has been correctly typed, the new password is then checked for
compliance with password policy.

If the password meets the User’s password policy requirements, a success
message is returned to the User viathe Web page, the password is changed in the
database and the password expiry is set according to the predefined password
expiry policy. If the password does not meet the format requirements, the User is
returned an error Web page and is instructed to provide a compliant password.

Forgotten Passwords

SecureControl provides a secured 'Password Reset' Web page whose access can
be limited to help desk attendants. If Usersforget their passwords, they can call
the help desk to be issued a new password. Using the Password Reset page, the
help desk attendant can then issue a new, randomly generated, compliant
password (which is unknown to the help desk Administrator) whichis
automatically sent to the User's email account.

If an organization doesn't want to have passwords being sent viaemail it isalso
possible to configure the Password Reset page so that the attendant can read the
generated password to the User or leave the password on the User's voicemail.

CLEARTRUST SECURECONTROL
ADMINISTRATION TASK SUMMARY

Thefollowing list will help System Administrators plan and set up a
SecureControl security policy system:

3. Plan Ahead—Identify the Resources (Web sites, URIs, Applications) that you
want to secure. ldentify the kinds of Users that should access those Resources
and design logical groupings of Users with common needs to be formed into
Groups and Realms.

* Consider how, if at al, you want to delegate Administration capabilities to
others for specific Resources and Users. The Administrators to whom you
delegate some or al of the administration for your ClearTrust environment
will be the ones who use the Manager tool to create Applications and to
identify the Resources that will comprise the Applications.

* Define conditions for determining access rights to the Resources you want
to secure.

* If you plan to implement SmartRules, you should a so define the
appropriate User Properties upon which to base access rules.

4. Set up Delegated Administration—Define Administrative Groups and
Adminigtrative Roles and assign Users to Administrative Groups.

5. Create Users, Groups, and Realms—Define User Properties as needed and
create Users, Groups, and Realms. Create User accounts for all Users for
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whom you want to provide access. (Y ou can also import User information. See
Chapter 5, Integrating Other Directories and Clear Trust, for more
information).

. Define Web Server s—Define Web Servers, and create Server Treesif you

want to delegate administration of specific Resources to select Administrative
Groups. Create Applications, add Resources to Applications, and change
ownership of Applicationsto meet your needs.

. Define Runtime Access Contr ol—Define Basic Entitlements and

SmartRules

. Test Access Permissions—Test the security policies you have defined. The

Entitlements Manager includes a“ Test” function to simulate Users requesting
access to Resources.
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THE ENTITLEMENTS
MANAGER
WEB Ul

he Entitlements Manager Web User Interfaceis a browser-based interface to
the ClearTrust SecureControl policy management system. The ClearTrust
SecureControl Manager Web interface lets you:

* Create and modify Users, Groups and Realms.
* Manage accessto Web Servers, Applications, and other Resources.

* Designate some Usersas“Administrative Users,” who can then manage access to
Resources for other Users.

* Create and manage User passwords, and password policies.

This chapter provides an overview of the Web Ul, aswell asinstructions on how to
log in and step by step instructions for some of the more basic functionality. More
detailed instructions on how to perform specific tasksin the Web Ul are availablein
the on-line help. Before using the Web Ul, you should familiarize yourself with the
basic concepts and terminology described in Chapter 2, The Entitlements Manager
Background Concepts.
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INTERFACE OVERVIEW

MENU ITEMS

Asshown in Figure 3.1, the Clear Trust SecureControl Manager hasamenu at the
top to access different areas of functionality, as well as function buttons and
hypertext links to more specific information within each function area.

SecureControl

Administiative Sroups | Applications | Wek Serers | Basie Enitiemerds | Test | Flush Cache
Betrest Poge | Users | Groeues | Reelres | Popedics | Policiss | SmadAules | Legoeud

% ClearTrust

m m | raalmes)

Aealms1 -2 of 2

el Ouner
IW el rrienies SecuraCantiol Admin Group
@ realmodd SecurzCantrol Admin Group

Copryilght & 2000 5 gourant Teehnelagies, Inc. Al Rights Resaned,

Figure3.1 A ClearTrust SecureControl Web Ul Window

The Web Ul menu areas are as follows (following the menu list from | eft to right
and top to bottom):

1. Adminigtrative Groups - Define Administrative Groups and Administrative
Roles; assign privilegesto Administrative Roles and populate Administrative
Groups with Users.

2. Applications - Define Applications and Application Functions and assign
resources to Applications.

3. Web Servers - Create ClearTrust SecureControl-enabled Web Servers and
server trees.

4. Basic Entitlements - Specify access privileges for Users, Groups and Realms.

5. Test - Simulate a specified User attempting to access a specified Web Server
in order to test your security policies.

6. Flush Cache - Update the ClearTrust SecureControl run-time servers with new
data. For example, when you change the privileges of a User you must select
Flush Cache from the System menu to update the information cached on the
Authorization Servers.

7. Refresh Page - Update the appearance of the page to reflect new data.
8. Users - Create and modify User accounts and information.

9. Groups - Create and modify Groups.

10.Realms - Create and modify Realms.

11.Properties - Define User Properties.

12.Policies - Define Password policies that are associated with Administrative
Groups.

fa
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13.SmartRules - Define mechanisms for determining access based on the values
of aUser’'s User Properties.

14.Logout - End a session (if you want to log in as another Administrative User,
you must first log out and then log back in).

For more information about these terms, see Chapter 2, The Entitlements
Manager Background Concepts.

Note: Itis not possible to successfully navigate between Web Ul screens by
using your browser’s Forward and Back buttons. If you need to abort a dialog
and go back up a level use the Cancel button in the lower right corner of the
window.

COMMON FEATURES

Most interaction windows in the ClearTrust SecureControl Manager Web GUI
have the following common features:

* Cancel button - To cancel adialog and return to the previouswindow, click on
the Cancel button in the lower right of the dialog. (Y ou can navigate between
top-level interactions using the menu at the top of the window). It is not
possible to go forward and back in an interaction by using your browsers
Forward and Back buttons.

* Create button - To create a new entry in a shown list (Users, Administrative
Groups, and so on), click on the Create button in the upper right of the list
window.

* Delete button - To delete an item from alist of items (Users, Administrative
Groups, and so on), click on the Delete button next to the name of the item in
the list. Depending on context, thiswill either remove the item from a specific
list (for example “Usersin the current Group”) or from the entire system (for
example “Users’). You will be asked to confirm removing an item from the
system.)

* Error messages - During use of the Manager Web GUI an error screen is
sometimes shown. Those screens will give you the option of continuing or
logging off. If you get the error screen more than once, logging off and
logging back on again will often clear the error. Errors may also occur if the
Entitlements Server or the Authorization Server is not available.

* Global memory of settings - In many cases, if an Object has been specified in
oneinteraction (for example, “Create User”), and you move to another
interaction (for example, “Create Basic Entitlement”), the Object will be
automatically selected for that interaction as well (for example, the Basic
Entitlement will be created for the newly created User, unless another User is
selected).

* Next and Previous buttons - To navigate to other pagesin alengthy list, click
on the Next and Previous buttons.

* Required fields - If information must be typed in to complete an interaction,
that field is marked with an asterisk next to the field name.
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* Search and Reset - To search for individual items or items of a specific type
within alist of items, click on the Search button. The search results will also
be shown as alist of items. To show the complete list again, click on Reset.
See the on-line documentation for more information about searching.

e Use - To select an item for use from alist of items, click on the Use button
next to the name of theitem in thelist.

LOGGING IN TO THE CLEARTRUST SECURECONTROL
MANAGER

These instructions presume that you've installed and configured the ClearTrust
SecureControl Manager; seethe Installation and Configuration Guide for details
To log in to the ClearTrust SecureControl Manager:

1. Accessthe URL of the ClearTrust SecureControl Manager from your browser
as you would any other web page (by typing the URL into the address field or
by choosing the page from your bookmarks).

2. In afew seconds, the Login dialog displays:

F ClearTrust
FSecureControl

Clear Trust/Secure Control Manager
Wersion 4 Releaze 5

Coparight & 1557-2000 Securant Technolog e=, e,
All Righl= fasarsad

Tou hewe B
SECONGS.

Pagavward Iz Trys Remaining 3

LIz erll) {&dmin

3. Enter your User ID and Password and click the Login button to continue.

* If thisisthefirst time you are launching the Manager application, login
using the default administrator account and password that were specified
during the install process.

fa

~ ¥ 3-4 Administrator’s Guide



* |f you are an Administrator with Administrative Rolesin more than one
Adminigtrative Group, a dialog displays prompting you for the
Administrative Group for this login session:

i ClearTrust

SecureControl

Select an Administrative Group and Rale

| Adrniniztrative Graup |R|:|Ie
|m SecuraCarntrol Admin Group |SE|:urEI2nntmI Adrministratar

| m adrm ingra uptesi |tes1rnle1

Coparnig it @ 2000 5 gourand Teehnelegiss, no Al Big hts Besemwed,

* If you have not defined any Administrative Groups, you will automatically
be logged in as a member of the default ClearTrust SecureControl
Administrative Group. In this case, the Administration Role Choice dialog
does not appear; the ClearTrust SecureControl Manager window opens
directly from the Login dialog.

4. If you have Adminigrative Roles in more than one Administrative Group,
select the Administrative Group under which you want to log in. Y ou may
have Adminigrative Roles in more than one Administrative Group, but you
can only log in in one group at atime. Any object you create will belong to
your current Administrative Group, and passwords for Users you create will
have to conform to the password policy for that Administrative Group.

In afew seconds, the ClearTrust SecureControl Manager Web graphical user
interface displays.

UsING THE WEB GUI: SOME EXAMPLES

The following examples provide a very basic introduction to the following
functions in the ClearTrust SecureControl system:

* Creating aUser

* Creating aWeb Server

* Creating and Adding Resourcesto an Application
* Creating and Testing Basic Entitlements

Whileit is possible to protect network resources using only the functions
described in this section, administrators of larger networks will benefit from
more complex functionality, such as Delegated Administration, grouped Users
and Server Trees, that are not described in this section. See Chapter 2, The
Entitlements Manager Background Concepts and the on-line documentation for
more information about these features.
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CREATING A USER

A “User” isaunique User ID (UID) in the ClearTrust SecureControl system.
While Users are usually individuals, you can also create User accounts for
specific job functions within an organization.

Whileit is possible to administer a system using only User accounts, ClearTrust
allows you to group Usersinto Groups and Realms for more convenient
administration. See Chapter 2, The Entitlements Manager Background Concepts
and the on-line documentation for more information.

If you are going to control access via SmartRules, you should create the User
Properties on which the SmartRules will be based before creating any Users. See
Chapter 2, The Entitlements Manager Background Concepts and the on-line
documentation for more information.

Note: Because User IDs may be created for job functions aswell asfor people,
itis possible for a person to have access via more than one User account (“HR”
and “Charlie,” for example). Keep in mind that Basic Entitlements, SmartRules
and User Properties are associated with aUser 1D, not with an individual.
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To create a User Account:

1. Inthe ClearTrust SecureControl Manager Web GUI window, click on Users
in the top menu to display the Users interface.

g; ClearTrust
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2. Click on the Create button at upper Ieft to display the Create User diaog box:

g ClearTrusi
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3. Inthe Create User dialog box, enter a name for the User account (the
“UserID") following the User account naming guidelines or other appropriate
convention for your environment (for example, the person’sfirst initia plus
the first seven characters of their last name).

. Enter values for the other User information as needed for your organization.

Y ou can a'so change any of the default settings. For more specific information
about the rest of the information in the Create User dialog box, as described
Table3.1.

. Click Save to save the new settings and return to the Users interaction, or

click Cancel to return without changing anything.
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Once you have created a User, you can modify the User’s information by
clicking on the name of the User, or delete the User by clicking on the Delete
button next to the User’ s name, in the Users interaction.

Table 3.1

Fields, Checkboxes and Buttons in the Create User dia og

Field, Checkbox

and Button names Description Usage note
UserID Login ID for the User Required
First Name User’ sfirst name. Optional
Last Name User’slast name Optiona
Email Address Email address for the User Optiona
DN Distinguished name (X.500 Optiona

schema)

Account Start

Date and time the account
becomes active

Default is host machinetime
when User is saved.

Account Expiry

Date and time the account
will expire

Default is 1 year after the
Account Start date.

Administrative
Group

Administrative Group that
owns the User account

Default isthe Administrative
Group of the Administrator
that created the User.

Password status

Indicates whether the
password is active or has
expired.

The default password,
chdnge_ne, is
automatically set when you
create a new User through
the SecureControl
EntitlementsManager. If this
password is expired (via
Expire Now) when the
User is created, the User will
be prompted to choose a new
password the first time they
login.

Change Click to generate aChange
password Password dialog.
Password When the current password The default password

expiration date

will expire.

Click Set to set a new
expiration date, or Expire
Now to override the listed
date

In the Modify User didog,
click Revert to revert to the
listed date after Expire Now
has been specified.

lifetimeissetinthe
Password Policy associated
with the Administrative
Group that created the User.

Private

| dentifies the User account as
private; only the owning
Administrative Group will be
able to view this User.

Default is public.
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Table 3.1

Fields, Checkboxes and Buttons in the Create User dia og

Field, Checkbox
and Button names

Description

Usage note

User.

Super User Super Users can perform any | This checkbox is only
action on any User, Group, enabled if the person
Ream, or Application. A creating the account is
User designated as a Super logged on as a Super User.
User must be an Assign with caution.
Administrator.

Locked Out Immediately disables any Only Super Users can enable
permissions granted to the this feature.

Super Help Desk

Enables help desk personnel
to change or reset passwords
across al Administrative
Groups

A User identified as Super
Help Desk must also be an
Administrator.

User Properties

Items of information about
each User that have been
defined by Administrators
instead of being pre-

configured by SecureControl.

If User Properties have been
created, they will be listed
with a Set button at theright
of the User Property name.
Click Set to change the User
Property for the current
User.

CREATING A WEB SERVER

These instructions presume that you' ve already installed ClearTrust
SecureControl Server and that you have a ClearTrust protected web server—one
with the ClearTrust Web Server Plug-in installed and configured—running on
your network. (See the Installation Guide for additional information.).

While it is possible to administer a network using only web serversto define
protected areas, the ClearTrust SecureControl system supports more granular
definitions using Server Trees. See Chapter 2, The Entitlements Manager
Background Concepts and the on-line documentation for more information.
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To create a Web Server entry:

1. If you are not already in the Web Servers interaction, click on Web Servers
in the ClearTrust SecureControl Web GUI top menu. The Web Servers
interaction will be displayed.
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2. Click the Create button to open the Create Web Server diaog:
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3. Specify the name, hostname, port number, Administrative Group (owner),
manufacturer, and description of the web server. The manufacturer and
description information isfor your own information; the name, hostname, port
number, and owner are significant pieces of information, as described in the

following table:

Table 3.2 Web Server Attributes

Entry Description Usage Notes
Name Name by which | The name must be unique in the context of your
the Web Server | ClearTrust environment. It must match the
isknown to the | Web Server name parameter in the Web Server
ClearTrust Plug-in's Def aul t . conf file
SecureControl (securecontrol . plugi n.web_server_
system nane). The default namein that fileis
“WebServer” - if you enter something other
than that here, be sure you change the
information in the Def aul t . conf filefor the
Plug-in to match.
Hostname Must match the | For example, hosthame.domain.com, or the
actual fully- IP address
qualified name
of the Web
Server
Port number Must match the | The default istypically port 80, but if you've
port addresson | configured your web server with a different
which your web | port number, enter it here.
server
advertisesits
http services.
Administrative | The By default, the Administrative Group that your
Group Administrative | current login account isan Administrator of
Group (within will display. If you're logged on as a Super
ClearTrust User, you can transfer ownership to another
SecureControl) | group if necessary.
that will own
thisWeb
Server.

4. To mark the web server as private, select the Private checkbox. A private web
server can be seen only by an Administrator in the same Administrative Group
as the Administrator who created the web server. Web servers are created as
public by default.

5. If you're a Super User and you want to transfer ownership of the web server to
an Administrative Group other than the one displayed, click the Set button
(next to the Administrative Group field) to display the Select Administrative
Group interaction. Once in the Select Administrative Group interaction,
click on the Use button next to an Administrative Group name to select an
Adminigtrative Group from the list and return to the Web Server interaction,
or click Cancel to return without making any changes.

6. Click Save to save the information about the web server. The server is now
listed in the Web Servers interaction.




Once you' ve setup aweb server in the ClearTrust SecureControl Manager, you
can later return to the Web Servers interaction and change the information about
the web server by clicking on its namein the Web Servers interaction to display
the Modify Web Server diaog; you can also delete the web server entirely by
clicking on Delete.

CREATING AND ADDING RESOURCES TO AN APPLICATION

Resourcesin the Clear Trust SecureControl system are grouped into Applications.
To protect Resources, Users are given access or denied access to these
Applications.

It isalso possible to have more granular levels of access control using
Application Functions. See Chapter 2, The Entitlements Manager Background
Concepts and the on-line documentation for more information.

To create a new Application:

1. If you are not already in the Applications interaction, click on Applications
in the ClearTrust SecureControl Manager Web GUI top menu to open the
Applications interaction:
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2. Click the Create button to open the Create an Application dialog box:
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3. Enter ameaningful name for the Application in the Application Name field.
The Application name will be associated with a particular Web Server.

4. Enter a description for the Application, and a version number if appropriate.
Y ou can use the Version field to enter any additional information that will
help describe the application.

5. If you're a Super User and you want to transfer ownership of the Application
to an Administrative Group other than the one displayed, you can click the Set
button (next to the Administrative Group field) to display the Select an
Administrative Group dialog box. Select the name of the Administrative
Group from the list by clicking on the Use button next to its name (or click on
Cancel toreturn to the Create an Application dialog box without making any
changes).

6. If you want to make the Application private, select the Private checkbox. A
private Application can be seen only by an Administrator in the same
Administrative Group as the Administrator that created the Application.
Applications are created as public by default.

7. Click the Save button to save the Application and return to the Applications
interaction. The application is now listed. Y ou can now add resources and
functions to the Application as described in To add resourcesto an
Application: on page 3-14. (Or click Cancel to return without creating the
Application).

To add resources to an Application:

1. If you are not already in the Application interaction, click on Applications in
the ClearTrust SecureControl Manager Web GUI top menu to open the
Applications interaction.
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2. Click on the Resources button next to the name of the Application to which
you wish to add the Resource.The Application Resources interaction will be

displayed:

Z' clearTrust

SecureControl
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3. Click on the Create button. The Create Application Resource interaction
will be displayed.

Z' clearTrust
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4. Enter the name of the URI in the URI field. Y ou can enter the complete URI,
or you can enter awildcard to secure everything under a directory path.

Important: When specifying directories on a web server to be protected,
exclude the / secur ant directory. Using a “/ *” to protect your entire web
server will block from the securant system from accessing the CGls and forms
needed to perform operations such as password changes. The best solution to
protect all the directories on your web server is to move all the directories
(except / secur ant) into a sub-directory and then protect that sub-directory.

5. Click Set next to the Web Server field to specify the web server with which
the application resource is associated.

6. Enter a description of the Application Resource as needed.
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7. Click the Save button to save the resource specified as part of the Application.
This resource will now be listed as part of the resources for that Application.
(Or click Cancel to return to the Applications Resources interaction without
changing anything).

8. Once back in the Application Resources interaction, click Done to return to
the Application interaction.

CREATING AND TESTING BASIC ENTITLEMENTS

There are two ways to protect Resourcesin the ClearTrust SecureControl system.
Thefirst, simpler, way isviaBasic Entitlements, which are based on the
individual User ID or the User’s Group or Realm. The second way is via
SmartRules. This section describes Basic Entitlements - for information about
SmartRules and more detailed information about Basic Entitlements see Chapter
2, The Entitlements Manager Background Concepts and the on-line
documentation.

To create, modify or delete a Basic Entitlement:

1. If you are not already in the Basic Entitlements interaction, click on Basic
Entitlements in the ClearTrust SecureControl Manager Web GUI top menuto
open the Basic Entitlements interaction:
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2. Click on the Users button to select the User for whom you want to create a
Basic Entitlement. The Select A User dialog will be displayed. (If you have
just created a User that User will already be selected - Click on Users to select
another User, or go on to Step 4).
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* |tisalso possibleto create Basic Entitlements for Groups and Realms - See
Chapter 2, The Entitlements Manager Background Concepts and the on-
line documentation for more information.
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3. Click on the Use button next to the name of the User for whom you wish to
add Entitlements (or click on Cancel to return to the Basic Entitlements
interaction without making a selection).

* If thelist of Usersislong and you don't see the name displayed, click onthe
Next button to display more names, or click on the Search button to
generate a Search dialog box. For more information about Searching, see
Searching for Users, Objects and Resources in the on-line documentation.

Once you have selected a User, the Basic Entitlements interaction will be
displayed again with the selected User specified. If the User already has Basic
Entitlements defined, these will be listed.
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4. Click onthe Applications button to specify an Application to protect or allow.
The Select an Application interaction will be displayed.
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5. To select an Application from the list, click on the Use button next to the
Application name.

* |f thelist of Applicationsislong and you don’'t see the name displayed,
click on the Next button to display more names, or click on the Search
button to generate a Search dialog box. The results of the search will be
displayed in a Select an Application interaction. To return to the full list
of Applications, click Reset.

6. Once an Application is selected, the Basic Entitlements interaction will now
be displayed again, and the Application Functions which are part of the
selected Application will be listed. The default Application Function,
“ACCESS,” adlowsor denies accessto all of the URIsinthe Application. (Itis
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possibleto create more complex Application Functions using the Runtime AP
- see the Devel oper’ s Guide for more information.)
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Once a User and Application are selected and Application Functions are
displayed, there are three ways in which the Basic Entitlements for the User can
be modified

To add a Basic Entitlement for the User click on the Add button next to the
name of the Application Function you wish to add. The Application Function
will now appear in the list of Basic Entitlements for the User.

If the Application Function is ACCESS, adding it to the User’slist of Basic
Entitlements will allow or deny the User accessto all the URIsin the
Application, depending on whether Allow or Deny is shown in the Type
field for the Application Function.

To modify aBasic Entitlement that already appearsin (or has just been added
to) thelist of Basic Entitlements, click on Allow or Deny in the Type field of
the Application list. Thislink isatoggle - clicking on Allow will change it to
Deny, clicking on Deny will changeit to Allow.

The Type field in the list of Application Functions for the User specifies
whether or not the Application Function will allow or deny access. The
Order field inthelist of Application Functions for the Application is used
to process SmartRules, and does not effect Basic Entitlements.

To delete aBasic Entitlement that already appearsin the list of Basic
Entitlements for that User, click on the Delete button next to the name of the
Application Function. A confirmation dialog will be shown. Click OK. The
Basic Entitlement will be removed for that User (the Application Function will
not be deleted from the system).

To test a Basic Entitlement:

1. If you are not already in the Test interaction, click on Test in the Entitlements

Manager Web GUI top menu to open the Test interaction.

2. Click Set next to the User ID field to open the Select a User dialog. Once the

dialog isdisplayed, click Use next to the name of the User for whom you wish
to test access.
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* If thelist of Usersislong and you don't see the name displayed, click on the
Next button to display more names, or click on the Search button to
generate a Search dialog box. The results of the search will be displayed in
aSelect a User interaction. To return to the full list of Users, click Reset.
See the on-line documentation for more information about searching for
Users.

3. Click Set next to the Web Server field to open the Select a Web Server
dialog. Once the dialog is displayed, click Use next to the name of the web
server for which you wish to test access.

* If thelist of web serversislong and you don’t see the name displayed, click
on the Next button to display more names, or click on the Search button to
generate a Search dialog box. The results of the search will be displayedin
a Select a Web Server interaction. To return to the full list of Web
Servers, click Reset. See the on-line documentation for more information
about searching for web servers.

4. Enter the URI for which you wish to test access.

5. Click on Test. Test Results will appear at the bottom of the screen. (If thelist
of results gets long, click on Clear to clear the list of results).

#Z' clearTrust
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Copwiight 8 2000 S ecurani Technologies Inc. Bl Rights Res=med,

/
% Note: Itis possible to test access for URIs which are not part of any
Application. In this case, the results will depend on whether the system is
configured in “Active” (allow access unless explicitly denied) or “Passive” (deny
access unless explicitly allowed) mode. See Chapter 2, The Entitlements
Manager Background Concepts for more information.
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OVERVIEW

THE ENTITLEMENTS
MANAGER
JAVA CLIENT U

The ClearTrust SecureControl Entitlements Manager Java Client Ul isa stand-alone
tool for working with the ClearTrust SecureControl entitlements management
infrastructure.

An overview of the functions provided by the Entitlements Manager isin Chapter 2,
The Entitlements Manager Background Concepts. A detailed description of how to
perform individual tasksisin the on-line documentation for the Java Client. This
chapter provides a general description of the interface, instructions on how tologin,
and examples of some specific functions.

Asshown in Figure 4.1, the ClearTrust SecureControl Manager consists of a menu
bar, tabs for each of the functional areas of the Manager, specialized interaction
panes for specific functions (different in each tab), and the various buttons that
comprise typical windowing system GUIs.
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Figure4.1 ClearTrust SecureControl Manager Window.
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Starting from the upper-left-hand corner of the figure, theinterfacefeatures are as
follows:

1. Menu Bar - includes the following:

* Manager - letsyou Exit the program entirely, or log off without exiting so
you can log in again using another Administrator account.

* System - includes aFlush Cache button that can be used to force updates
of the ClearTrust SecureControl run-time server’s cache after User data has
been changed.

* Page - adrop-down list of all the tabs that comprise the Manager; thisis an
aternative to clicking on the tab directly.

* Help - links to online information about using the Manager.
2. Tabs - includes the following:
* Users - functions involving User Properties, Users, Groups and Realms.

* Applications - functions involving Applications and Application
Functions.

* Basic Entitlements - functions involving Runtime Access Control via
Basic Entitlements.

* SmartRules - functionsinvolving Runtime Access Control via SmartRules.
* Web Servers - functionsinvolving web servers and server trees.

* Administrators - functions involving Administrative Groups and
Adminigtrative Roles.

fa
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* Policies- access to Password policies.
* User Properties - define, edit and delete User Properties.

* Test - amulate a specified User attempting to access a specified Resource
in order to test security policies.

3. Specialized Panes - change according to the tab selected, specific to the tab’'s
function.

4. StatusBar - shows the Administrative Group, Administrative Role, and User
account that is currently logged on.

5. Cancel - click the Cancel button to cancel all cancellable requests.

For more information about the functions listed, see Chapter 2, The Entitlements
Manager Background Concepts.

LOGGING IN TO THE CLEARTRUST SECURECONTROL

MANAGER

These instructions presume that you've installed and configured the ClearTrust
SecureControl Manager; see the Installation Guide and the Configuration and
Implementation Guide for more information.

Before starting the Entitlements Manager, you must have started the Entitlements
Server. See the Installation Guide for more information.

Warning: ClearTrust SecureControl installs with one default administrator
account that you can use for initial login. This default account is adm n, with the
password of admi n. Be sure to disable this account once you've created new
accounts for actual administrators, or change the password to one that's secure
to prevent unauthorized Users from accessing the system.

To log in to the ClearTrust SecureControl Manager:

1. From the Windows Start menu, select the following menu items. Programs >
Securant > ClearTrust SecureControl > Start All ClearTrust Services.

If thisisfirgt timeyou are launching the ClearTrust Manager software, you
must first identify the server you wish to manage:

In the Windows Start menu, select the following: Programs > Securant >
ClearTrust SecureControl > Entitlements Manager 4.6.1 > Configure
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Entitlements Manager. The ClearTrust SecureControl Configuration

Eriter thie foll owwing propenies and ol ek e
=et button. The changes will then be saved

Sarar Hame | Entilla menteSemar

SarerHost: | sgemsis

SapeerPort: 2300

tan ager Pork | 5635

ge1 | Reset | cence |

Inthe Server Host field, enter the hostname (or the | P address) of the server
that is running the Entitlements server. Y ou can leave all the other fields
unchanged. Once you are done, click on the Set button to save the new
information.

2. Tolaunch the Manager, then select the following in the Windows Start menu:
Programs > Securant > ClearTrust SecureControl > Entitlements
Manager 4.6.1 > Entitlements Manager.

E:JU:HTH:I:..I‘E::UI:I.’mI:‘H oy = 4

Clear TrustSecureControl Manager
Version 4.6 Build 2023

Copyright {c} 1887-2001 Securant Technolegies,
Inc.
M rights resemnvail

Tirme Remaining 53 Userid I
Tries Femaining 3 Pacoword |

e

3. Oncethe Manager login screen is displayed, you will have 60 seconds to enter
your User ID and Password and click the Login button to continue.

* Thefirst timeyou launch the Manager application, you should login using
the default administrator account (adm n) and password (also adni n).

4. If you have Adminigrative Roles in more than one Administrative Group, a
Select Administrative Group dialog will be displayed after the login dialog.
Select the Administrative Group you wish to belong to for this login session.
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* You may have Administrative Rolesin more than one Administrative
Group, but you can only log in in one group at atime. Any object you
createwill belong to your current Administrative Group, and passwords for
Users you create will have to conform to the password policy for that
Adminigtrative Group.

* If you arelogging in as“admin” and have not added any Administrative
Roles to that User ID, you will automatically be logged in as an
Administrator of the default ClearTrust SecureControl Administrative
Group. In this case, the Administration Role Choice dial og does not appear;
the ClearTrust SecureControl Manager window opens directly from the
Login dialog.

In afew seconds, the ClearTrust SecureControl Manager graphical user interface
displays. The Entitlements Manager interface is now ready to use.

USING THE JAVA CLIENT: SOME EXAMPLES

The following examples provide a very basic introduction to the following
functions in the ClearTrust SecureControl system:

e Creating aUser

* Creating aWeb Server

» Creating and Adding Resourcesto an Application
* Creating and Testing Basic Entitlements

Whileit is possible to protect network resources using only the functions
described in the section, administrators of larger networks will benefit from more
complex functionality such as Delegated Administration and Server Trees. See
Chapter 2, The Entitlements Manager Background Concepts and the on-line
documentation for more information.

CREATING A USER

A “User” isaunique User ID (UID) in the ClearTrust SecureControl system.
While Users are usually individuals, you can also create User accounts for
specific job functions within an organization.

While it is possible to administer a system using only User accounts, ClearTrust
allows you to group Usersinto Groups and Realms for more convenient
administration. See Chapter 2, The Entitlements Manager Background Concepts
and the on-line documentation for more information.

If you are going to control access via SmartRules, you should create the User
Properties on which the SmartRules will be based before creating any Users. See
Chapter 2, The Entitlements Manager Background Concepts and the on-line
documentation for more information.

5
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Note: Because User IDs may be created for job functions as well asfor people,
itis possible for a person to have access via more than one User account (“HR”
and “Charlie,” for example). Keep in mind that Basic Entitlements, SmartRules
and User Properties are associated with aUser 1D, not with an individual.

To create a User:

1. Inthe ClearTrust SecureControl Manager window, click on the Users tab to
bring the Users tab pane to the front of the display:
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2. Select Users on the pull-down list near the upper-middle of the tab pane, if it
isnot already visible.
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3. Click on the Create button to display the Create User dialog box:
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first, they’ll be listed here.

4. Enter aname for the User account in the UserID field following the User
account naming guidelines or other appropriate convention for your
environment (for example, firstinitial plusfirst seven characters of last name).

5. Enter values for all the other User information as needed for your
organization. Y ou can also change any of the default settings. (Click Set next
to agreyed field to change the value in it, or just type into awhite field. To
change a User Property select the User Property and click Change Property).

Table 4.1 Fields, Checkboxes and Buttons in the Create User dialog

Field, Checkbox

and Button names Description Usage note
UserID Login ID for the User Required
First Name User’sfirst name. Optional
Last Name User’'slast name Optional
Email Address Email address for the User Optional
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Table 4.1

Fields, Checkboxes and Buttons in the Create User dia og

Field, Checkbox
and Button names

Description

Usage note

DN

Distinguished name (X.500
schema)

Optional

Account Start

Date and time the account
becomes active

Default is the host machine
time when User is saved.

Click Set to generate a
dialog to choose the date.
Click the Now button to use
the current date and time of
the host computer.

Account Expiry

Date and time the account will
expire

Default is 1 year after the
Account Start date.

Click Set to generate a
dialog to choose the date.
Click the Now button to use
the current date and time of
the host computer.

Owner

Administrative Group that
owns the User account

Default isthe
Administrative Group of the
Administrator that created
the User.

If you are a Super User,

click Select to display a
dialog to select the owner.

Password Status

Indicates whether the
password is active or has
expired.

Password
Expiration Date

Thepassword lifetimeissetin
the Password Policy
associated with the
Administrative Group that

Expiration Date

previous value after Force
Password Expiry hasbeen
used.

created the User.
Change Click to generateaChange
Password Password dialog.
Modify Password Click to generated adia og
Expiration Date to select the date.
Revert Password | Revertsthe dateto the

Force Password
Expiry

The default password,
chdnge_ne, is
automatically set when you
create a new User through
the SecureControl
Entitlements Manager. If
this password is expired
when the User is created, the
User will be prompted to
choose a new password the
first time they log in.
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Table 4.1 Fields, Checkboxes and Buttons in the Create User dialog

Field, Checkbox

and Button names Description Usage note

Private Identifies the User account as
private; only the owning
Administrative Group will be
ableto view this User.
The default is public.

Super User Super Users can perform any | This checkbox isonly
action on any User, Group, enabled if the person
Realm, or Application. A User | creating the account is
designated as a Super User logged on as a Super User.
must be an Administrator. Ass gn with caution.

Locked Out Immediately disables any Only Super Users can enable
permissions granted to the thisfeature.

User.

Super Help Desk

Enables help desk personnel
to change or reset passwords
across al Administrative
Groups

A User identified as Super
Help Desk must also be
Administrators

Change Property

DisplaysaModify User
Property dialog box that
enables you to change the
value of aUser Property.

Click on a User Property to
highlight its name, and then
click on Change Property to
display the Change
Property Value dialog
box.

Clear Property

Highlight the User Property
name in thelist and click on
the Clear Property button to
erase the value displayed.

Revert to Saved
User Property
Values

Click to revert User
Properties to the previously
saved values for the User.

6. If you're a Super User and you want to transfer ownership of this User account
to an Administrative Group other than the one displayed, click the Select
button (next to the Owner field) to display the Select Owner dialog box and
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select the Administrative Group to which you want to transfer ownership of
this User.
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* Select the new Administrative Group and click Select to transfer ownership
to the selected Administrative Group.

7. To create anew password for the User, click the Set Password button to
display the Change Password dialog box:
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Enter the Password.

The password must conform to the Password Policy for the
Adminigtrative Group of the Administrator creating the User.

Re-enter the password in the Confirm Password field.
Click Save to save the password and return to the Users tab.

8. You can aso select the Modify Password Expiration button to display the
Set Password Expiration dialog. In thisdiaog, you can reset thisindividual
User’'s password expiration to a specific date or select Now to immediately
expire the password. The User will be prompted to choose a new password the
next time they login.
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9. Select the Force Password Expiration button to override the password
lifetime for an individual User. When you select this button, the password
expiration date will be displayed in red to indicate that the Administrative
Group' s default password expiration date has been overridden.
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* Select the Revert Password Expiration button to revert back to the
origina password expiration.

* |f the password is set to expire when the User is created (via the Password
Policies for the User’s Administrative Group), the User will be ableto log
in with the default password the first time they log in to the system, but will
then be immediately prompted to change their password. In this case, the
Revert Password button will be greyed out.

10.Mark the User as Private, Super User, or Super Help Desk (or al three) by
selecting the appropriate checkboxes. See Table 4.1 for additional information
about these choices.

11.0nce you' ve finished specifying all the information for the User, click Save
to save the User’ sinformation in the SecureControl database.

CREATING A WEB SERVER

These instructions presume that you’ ve aready installed ClearTrust
SecureControl Server and that you have a ClearTrust protected Web Server—one
with the ClearTrust Web Server Plug-in installed and configured—running on
your network. (See the Installation Guide for additional information.).

Whileit is possible to administer a network using only Web Servers to define
protected areas, the ClearTrust SecureControl system supports more granular
definitions using Server Trees. See Chapter 2, The Entitlements Manager
Background Concepts, and the on-line documentation for more information.
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To create a Web Server entry:

1. Click Web Servers in the ClearTrust SecureControl Manager window to open

the Web Servers tab:
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2. Click the Create button above the Web Servers pane in the Web Serverstab to

open the Create Web Server diaog:
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3. Specify the name, hostname, port number, manufacturer, and description of
the Web Server. The manufacturer and description information isfor your own
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information; the name, hostname, port number, and owner are significant
pieces of information, as described in the following table:

Table 4.2 Web Server information

Entry Description Usage Note
Name Name by which Must be a unique name for the web server (unique
the Web Serveris | inthe context of your ClearTrust environment).
known to the Theoretically, this name can be anything, but it
ClearTrust must match the Web Server name parameter in the
SecureControl Web Server Plug-in'sDef aul t . conf file
system (securecontrol . pl ugi n. web_ser ver_nane).
The default name in that fileis “WebServer;” if
you enter something other than that here, be sure
you change the Default.conf file for the Plug-in.
Hosthame | Must match the For example, hostname.domain.com. Y ou can
actua fully- enter the IP address if you prefer
qualified name of
the Web Server
Port Must match the Default istypically port 80, but if you've
number port address on configured your web server with a different port
which your Web number, enter it here.
Server advertises
its http services.
Owner Administrative By default, the Administrative Group that your
Group (within current login account isan Administrator of will
ClearTrust display. If you're logged on as a Super User, you
SecureControl) can transfer ownership to another Administrative
that will own this | Group.
Web Server.

4. Mark the web server as private by selecting the Private checkbox. A private
web server can be seen and manipulated only by an Administrator with the
same Administrative Role as the Administrator who created the web server.
Web servers are created as public by default.

5. Click Save to save information about the web server. The server is now listed
in the Web Servers pane on the Web Servers tab.

Once you' ve setup a web server in the ClearTrust SecureControl Manager, you
can later return to the Web Servers tab and change the information about the
web server; you can also delete the web server entirely.

CREATING AND ADDING RESOURCES TO AN APPLICATION

Resourcesin the ClearTrust SecureControl system are grouped into Applications.
To protect a Resource, Users are given access or denied access to these

Applications.

It is also possible to have more granular levels of access control using
Application Functions. See Chapter 2, The Entitlements Manager Background
Concepts and the on-line documentation for more information.
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To create a new Application:

1. Click Applications in the ClearTrust SecureControl Manager window to open
the Applications tab:
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2. Click the Create button above the Applications panel inthe Applications tab
to open the Create an Application dialog box.

Enter a meaningful name for the Application in the App Name field.

Enter adescription for the Application, and aversion number if appropriate.
Y ou can use the Version field to enter any additional information that will
help describe the application.

If you’' re a Super User and you want to transfer ownership of the
Application to an Administrative Group other than the one displayed,
click the Select button (next to the Owner field) to display the Select
Owner dialog box. Select the name of the Administrative Group from
the list by clicking on its name and then click the Select button to
transfer ownership of the Application and redisplay the Create an
Application dialog box.

Y ou can also select the Private checkbox if you want to make the
Application private: A private Application can be seen and manipulated
only by an Administrator with the same Administrative Role as the
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Adminigtrator that created the Application. Applications are created as
public by default.

cation x|
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Click the Save button to save the Application. The Application is now
listed in the Applications pane on the Applications tab. Y ou can add
Resources to the Application as described in the following section.

To add Resources to an Application:

1.

If you are not already in the Applications tab, open the tab by clicking on
Applications in the Tab menu.

. Select the A pplication to which you wish to add Resources by clicking on its

name in the Applications pane.

. Click the Add button above the Resources pane on the Applications tab to

display the Add new resources dialog box.

X
life b S mneer
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. Highlight the name of the web server that contains the Resource you'll be

securing.

. Enter the name of the URI inthe URI field. Y ou can enter the complete URI or

you can enter awildcard to secure everything under directory path.

. Click the Save button to save the resource specified as part of the Application.

The Applications tab re-displays, and you' |l see this Resource listed in the
Resources pane of the Applications tab.
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Warning: When specifying directories on a web server to be protected,
exclude the / secur ant directory, particularly the directories containing the
CGls and forms. Using a “/ *” to protect your entire web server will block from
accessing the CGls and forms needed to perform operations such as password
changes. The best solution to protect all the directories on your web server is to
move all the directories (except / secur ant) in to a sub-directory and then
protect that sub-directory.

CREATING AND TESTING BASIC ENTITLEMENTS

There are two ways to protect Resourcesin the ClearTrust SecureControl system.
Thefirst, simpler, way isviaBasic Entitlements, which are based on the
individual User ID or the User’s Group or Realm. The second way is via
SmartRules. This section describes Basic Entitlements - for information about
SmartRules and more detailed information about Basic Entitlements see Chapter
2, The Entitlements Manager Background Concepts and the on-line
documentation.

To define Basic Entitlements:

1. Click Basic Entitlements in the ClearTrust SecureControl Manager window
to open the Basic Entitlements tab:

Manapger System Fage Help

&' ClearTrust

SecureControl

Ustrs1 Applinstions  Badic Entiii ament | Smart Rulsl fivzb Senﬂ:rsl Adminiztratos l F'l:-lmul Lisér F'mperliul Tex |

|”‘=H= j | Salack .. appliestion | Select I
Bazic Enlifle menks Ay | =UIE | Apphieation Fundiens
Funclion | Tup= |l‘l.plp|il:ulinn Hame Drde O e=ciiplion

| rroup: SeoureContiel Admin Group | Fole: Sapum Cordral Admin sratar | Uzan SecureCantrol Sdmin I

2. If Usersisnot aready selected, select Users from the pull-down list box in the
upper left corner of the tab.
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3. Click the Select button above the Basic Entitlements pane to open the Select

User dialog:
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Click on the name of the User to whom you want to assign aBasic

Entitlement.

Oncethe nameis selected, click Select to confirm your selection and return
tothe Basic Entitlements tab pane. The User’s existing Basic Entitlements

will be displayed.

4. Select the Application you want to protect by clicking the Select button next

tothe Application field. The Select Application dialog displays:
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5. Click on the name of the Application in the list and then click the Select
button to confirm your selection and redisplay the Basic Entitlements tab.
The Application you selected is now displayed. The Application Functions
associated with that Application are listed in the Application Functions pane.

* The default Application Function, ACCESS, is created automatically when
an Application is created. Adding it to alist of Basic Entitlements will
allow or deny accessto all the URIsin the Application (depending on
whether Allow or Deny is shown in the Type field).

6. Copy the Application Functions you want to include as part of the Basic
Entitlement from the Application Functions pane to the Basic Entitlements
pane by clicking on an Application Function to highlight its name and then
clicking on the |eft arrow button (<- - ).
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Oncethe Application Function islisted in the Basic Entitlements pane, select
the name of the Application Function you wish to use for the Basic
Entitlement. The Allow/Deny button and the Delete button will become
active:

~10jx

g ClearTrust
? = us SecureControl
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ACCESE Allpw MDPSS0basc
2 I
L0y
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7. Click the Allow/Deny button to toggle the access type to Allow or Deny.

e Thevalueinthe Order field in the list of Application Functions for the
Application is used to process SmartRules, and does not effect Basic
Entitlements.

Y ou have now created a Basic Entitlement that allows or denies the specified
User, Group, or Realm access to the specified Application.
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To test a Basic Entitlement:

1. Click on the Test tab to open the Test interaction:

~10jx
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2. Click the Select... button next to the User field to open the Select User
dialog. Select the User ID of the User for whom to test access, and click the
Select button:
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3. Click the Select... button next to the Web Server field to open the Select
Web Server dialog. Select the name of the web server for the URI to which
you want to test access, and click the Select button:

E_-_'J";I"h.“ﬂ WehServer |
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4. Enter the URI to test access to in the URI field.
5. Click Test to perform the test.

6. If thelist of test results becomes too long, click Clear to clear the test results
pane.
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INTEGRATING OTHER
DIRECTORIES AND
CLEARTRUST

The ClearTrust SecureControl solution enables enterprisesto leverage the
information stored in existing LDAP (lightweight directory access protocol) or
ActiveDirectory directories by populating the ClearTrust Entitlements database with
User account information from external directories by using the SecureControl
Directory Replication Manager. This tool comprises two software components:

* The SecureControl Directory Replicator, a background software process that
handles interaction with external directory services (also called LDAP Agent)

* The SecureControl Replication Manager, the graphical user interface that
Administrators use to configure, schedule, and manage replication

Y ou can configure regularly scheduled, on-going replication with a wide range of
access directory products. This chapter explains how to configure directories for
replication and how to use the ClearTrust SecureControl Replication Manager.

Note: Itis also possible to customize your Web Server Plug-in environment so
that Users authenticate to LDAP directories (see The ClearTrust SecureControl
Installation Guide for more information).

This chapter contains the following sections:
e Configuring Directories for Replication

e Using the ClearTrust SecureControl Replication Manager

CONFIGURING DIRECTORIES FOR REPLICATION

This section tell you how to configure specific directory services for Replication.
The following directory servers are supported:

Integrating Other Directories and ClearTrust 5-1 ‘g



* Microsoft ActiveDirectory

* Netscape Directory Server 2.x

* Netscape Directory Server 3.x

* Netscape Directory Server 4.x (iPlanet)

* PeerLogici500 8A.2

* PeerLogici500 8A.3 (no configuration necessary)
* LDIF Files (no configuration necessary)

MICROSOFT ACTIVEDIRECTORY

ActiveDirectory should be properly configured automatically during installation
of Windows 2000 Server. Follow Microsoft’s on-screen instructions after
booting up the server. In order for ClearTrust’s Directory Replicator to work
properly, you will need to create an NTFS partition and configure the server as a
domain controller. See Microsoft’s documentation for more information. (For
more information about replicating Microsoft ActiveDirectory, see Specific
Information for ActiveDirectory Replication on page 5-15).

NETSCAPE DIRECTORY

To replicate from a Netscape Directory Server, the Server must be configured as
areplication supplier. If the Netscape Directory Server from which you are going
to replicate has not already been configured to be areplication supplier, you must
perform the configuration:

1. Usethe Netscape Admin Server to go to the Server’s administration console.
2. Select the Directory Server that you want to use as the supplier.
3. From the Navigation bar, click Replication.
4. Click the Configure this Server link on the left side of the page.
5. Inthe Supplier Server Replication Settings section:
Select the directory in which you want the change log to be stored.
Enter cn=changel og for the changel og suffix.
set the max changel og records andthe max changel og age.
6. Click OK.
7. Click Apply in the header to apply your changes.
8. Regtart the Directory Server to apply the above changes.

PEERLOGIC-ICL 1500 8A.2 DIRECTORY

To replicate from a PeerLogic-ICL i500 8A.2Directory Server, you must make
the changelogs format (inthe at t ri but es. cf g file) consistent with the LDAP
Replicator Tool format.
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To modify the changelogs:
1. Shut down the PeerLogic-ICL i500 8A.2 Directory Server.

2. Insert the following modificationsto at t ri but es. cf g inthe correct
numerical order inthe i 5001 dap directory:

2.16.840.1.113730.3.1.5

NAME ' changeNumber '

DESC ' a number which uniquely identifies a change nade to a directory
entry'

SYNTAX ' | NTEGER'

EQUALI TY i nteger Mat ch

ORDERI NG i nt eger Or deri nghat ch

)

(2.16.840.1.113730.3.1. 6
NAME 't ar get DN
DESC 'the DN of the entry which was nodified'
EQUALI TY di sti ngui shedNameMat ch
SYNTAX ' DN

(2.16.840.1.113730.3.1. 7
NAME ' changeType'
DESC 'the type of change nade to an entry'
EQUALI TY casel gnor eMat ch
SYNTAX ' DirectoryString'

( 2.16.840.1.113730.3.1.8
NAME ' changes'
DESC 'a set of changes to apply to an entry'
SYNTAX ' Cctet Stri ng'

)

(2.16.840.1.113730.3.1.9
NAME ' newRDN
DESC 'the new RDN of an entry which is the target of a nodrdn
operation'
EQUALI TY di st i ngui shedNaneMat ch
SYNTAX ' DN

)

(2.16.840.1.113730.3.1.10
NAME ' del et eO dRDN'
DESC 'a flag which indicates if the ol d RDN shoul d be retained as
an attribute of the entry'
EQUALI TY bool eanMat ch
SYNTAX ' BOOLEAN

)

(2.16.840.1.113730.3.1.11
NAME ' newSuperi or'
DESC 'the new parent of an entry which is the target of a noddn
operation'
EQUALI TY di st i ngui shedNaneMat ch
SYNTAX ' DN

)

5
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3. Redtart the PeerLogic-ICL i500 Directory Server. The changelogs are now
readable by the Directory Replicator Tool.

USING THE CLEARTRUST SECURECONTROL
REPLICATION MANAGER

This section tells you how to use ClearTrust SecureControl Replication Manager.

Warning: All existing directory entries should be imported before any
replication occurs to ensure correct behavior. When replicating from Microsoft
ActiveDirectory, the initial import should be performed using the Replicate Now
function as opposed to Import, to avoid duplicating changes during the next
scheduled replication.

Note: Be sure to start the Replication Agent before attempting to start the
Replication Manager. See the Installation Guide for more information.

This section contains the following sub-sections:
e Starting the Replication Manager

* Buttons and Fields in the Replication Manager
* Creating and Modifying Replication Tasks

e Tabsinthe Task Configuration I nteraction

STARTING THE REPLICATION MANAGER

To start the Replication Manager:

e InWindows NT: Start > Programs > Securant > Securecontrol >
Replication Manager

e |nUnix: execute the file LDAPManager . exe file
* |n Solaris and HP-UX: execute the file LDAPManager . bi n

BUTTONS AND FIELDS IN THE REPLICATION MANAGER

* Schedule - schedule tasks for replication according to selected intervals. It
changes to “Unschedule” if a selected task is already scheduled

* Stop - abort a currently executing task

* Import - import al of the existing Users and Groupsin the LDAP database
into the ClearTrust SecureControl database

* Unimport - remove all the Users and Groups that were previously imported
from the ClearTrust SecureControl database

fa
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Replicate Now - override the scheduled replication time and perform
replication immediately

Reset Last Change Log # - reset the change log # to zero
Task Name - list of the names of the tasks you have created
Next Run - the scheduled time for the next replication
Current State - the current state of the selected task

Last Change Log # - the number of the last change log entry replicated (not
availablein ActiveDirectory and LDIF)

View Log - view the change log. Y ou can click on the up and down arrows to
select the number of lines you would like the system to display.

New - add a new task

Copy - copy atask. Select the name of the task from the list in the Task Name
field. After you select the task, click Copy and specify the name for the newly
created task.

Remove - remove atask. Select the name of the task from thelist in the Task
Name field. After you select the task, click Remove.

Properties - view and edit the properties of atask. Select the name of the task
in the Task Name field and click the Properties button,

CREATING AND MODIFYING REPLICATION TASKS

To replicate User data from an external database into ClearTrust SecureControl,
you must first define areplication task.

To define a replication task:

1. Click New to open the New Task Configuration window. This window
contains five tab panels: Connection Settings, Schedule, User Mapping,
User Properties Mapping, and Group Mapping.

5
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2. Enter aname for the new task in the Task Name field.

Important: The task name should contain only characters that can be used
in file names (i.e. alphanumeric, - and _). It should not contain slashes,
periods, commas or ampersands (&).

3. Navigate among the tabs to configure task. Specific information about the tabs
isin Tabsin the Task Configuration Interaction on page 5-6.

When you click Apply on this panel, the changes you have made to atask are
saved. When you click OK, all the changes are saved and the Task
Configuration panel closes. If you have just created the task, its name now
appears in the Task Name pane.

Once atask is created, you can also modify the task using the same Task
Configuration panel.

TABS IN THE TASK CONFIGURATION INTERACTION

Thefollowing are tabs in the Task Configuration interaction:

e Connection Settings
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Schedule
User Mapping

User Property Mapping

Group Mapping
Connection Settings

To configure connection settings:

1. Click Connection Settings in the Task Configuration window to open the
Connection Settings tab.

2. Enter the following information in the Supplier panel:
* Supplier Type - the type of externa directory.

* Host - the hostname of the machine where the external directory server is
running.

* Port - the port the external directory server islistening on.

* Bind DN - the Distinguished Name (DN) of the external directory entry that
has permission to access the change log in the external directory Server.
This can be the unrestricted User cn=Directory Manager in the default
Directory Server installation or an entry with the appropriate ACL assigned
to it. See your web server’s administrator guide for details.

Note: When using Microsoft's ActiveDirectory, the account used to bind to
the directory must have the SE_SYNC_AGENT_NAME privilege.

* Password - the password for the Bind DN.

3. Click the Test button in the Supplier pane to check that the information you
supplied isvalid. If you have any problems, double-check your Supplier
Server configuration to make sure the settings you entered are correct. This
must be configured properly for the replication to take place.

4. Supply the following information in the ClearTrust SecureControl API
Server pandl.

* Host - the host where the ClearTrust SecureControl API server resides.
* Port - the port the ClearTrust SecureControl APl server listens on.

* Admin User - the User ID of the ClearTrust SecureControl Administrator
with the appropriate administrative permissions to do the replication.

Note: All Users to be replicated will be in the same Administrative Group
as this Administrative User.

* Password - the Administrative User’s password.
¢ Admin Role - the Administrative Role of the Administrative User.

* Enable SSL - whether or not the API server has been configured to require
the use of SSL. The software components in the environment must either all
be configured for SSL or none of them should be. Check the SSL setting of
thedef aul t . conf filesfor all components (ClearTrust SecureControl
servers, Web Server Plug-in, and the Web Server itself) if you're not sure.

5
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5. Click the Test button in the ClearTrust API Server Information pane to test
theinformation. A window appears displaying the results of the connection. If
errors occur, double-check your ClearTrust SecureControl APl Server
configuration to make sure the settings you entered are correct. Connection
Settings are now compl ete.

Schedule

To configure schedule settings:

1. Click Schedule in the window to open the Schedule tab.

Eﬂﬂﬂ'rﬂ.ﬂt SecureControl Replication Agent - Taxsk Configuratio |

g ClearTrust SecureControl
/ LDAP Replication Tool
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2. To configure how you want the directory replication scheduled, click on either
By Interval or By Time of Day.

* By Interval - replicate at minute interval s throughout the day by selecting
the number of minutesin the Replicate every field.

* By Time of Day - replicate at particular times each day by selecting the
timesin 24-hour format.
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User Mapping
To configure rules that map external directory entries to SecureControl
Users:

1. Click User Mapping in the Task Configuration window to open the User
Mapping tab.

vy OlearTrusk SerureCon
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2. Choose DN Filter Rule and/or Objectclass Filter Rule from the pull-down list.
Y ou can specify either or both for User mapping.

* If you specify aDN filter, only the entries under that DN will be replicated.
If you specify an Objectclass filter, only entries of that Objectclass will be
replicated. DN and Objectclass rules within asingle filter are linked as
Boolean ANDs - entries must meet all requirements to be replicated. When
multiple filters are created they are linked together logically as Boolean
ORs - entries that meet any one of the sets of requirementswill be
replicated. Y ou must map the appropriate fields in the external directory
that will be used to populate the required fields for each entry in ClearTrust
SecureControl

5
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3. Click Add to create anew rule. You can also highlight arule and click on
Modify to alter it, highlight arule and click Remove to deleteit.

%2 aad U x|

O Fifer Rule: |

Ohieet vl ass Filer Fule. |

o | canse |

4. Check either At this Date and Set Date to specify the User account expiration
date. Or check Expires in and choose a number from the pull-down menu to
designate the number of months before User accounts will expire.

N
Note: You must be very specific when entering Filter Rules for Users and
Groups (as discussed later) to avoid conflicts. The Filter Rules for Users and
Groups must be distinct or entries will be mapped incorrectly.

User Property Mapping

N
Note: User Properties must be defined prior to replication.

To map additional external directory attributes to ClearTrust SecureControl User
Properties:

1. Click User Properties Mapping in the Task Configuration window to open
the Properties Mapping tab. This displays the Standard Properties
Mapping field that contains Standard Property information and external
directory Attribute information.
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2. Typeinthe external directory Attribute to be mapped to standard
SecureControl User Properties

3. Usethe Add and Remove buttonsto map or remove additional attributes
stored in external directories to User Propertiesin your ClearTrust
SecureControl database. Clicking Add displaysthe Add User Property
Mapping window.

T Add User Property ™a x|

SecureCanital User Propedy I

LOwF Alriouta |

™ This s & date atrkoie

Gl Cancel I
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4. Enter the name of the SecureControl User Property to which you would like to
map the external attribute.

5. Enter the name of the external Attribute you would like to map. If no attribute
is specified, the system uses the default. Default mappings are in Figure 5.1:

Table 5.1 Default User Property and User Flag Mappings

Entitlements Database External Directory Attribute
User Properties User Name uid

First Name givenname

Last Name sn

Email mail

Password userpassword
User Flags public ispublic

superuser issuper

hel pdesk ishel pdesk

Note: Most external directories do not store passwords in clear text and
therefore this property cannot be replicated. As a result, passwords should be
mapped to a non-existent external attribute.

6. If the property isadate, click the This is a date attribute checkbox inthe Add
User Property Mapping dialog to display the date format field. Y ou can
replace the default date format using the formatting conventionsin Table 5.2.

| Add Uscr x|

SecureCanital User Propedy I

LEwP At buta |

¥ This |5 & date atribie

Diala Forrmal; | dd Wi ey HHm 5 22

e I Cancel I

The default date format uses two digits or characters for all values except for
the year, which isfour digits, and the time-zone, which is three characters or

digits.
Table5.2 Date Formatting Conventions
Symbol Meaning Datatype Example
G era designator text AD
y year digit 1996
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Table5.2 Date Formatting Conventions

Symbol Meaning Datatype Example
M month text or digit July and 07
Use MM for the
number of the
month, use any
other number of
Msfor text.
d day digit 10
h hour in am/pm (1-12) digit 12
H hour in 24-hour day (0- | digit 0
23)
m minute in hour digit 30
S second in minute digit 55
S millisecond digit 978
E day in week text Tuesday
D day in year digit 189
F day of week in month digit 2 (2nd Wed in July)
w week in year digit 27
week in month digit 2
a am/pm market text PM
k hour in day (1-24) digit 24
K hour in am/pm (0-11) digit 0
z time zone text Pacific Standard Time
escape for text delimiter
single quote literal

Group Mapping

To specify rules to map external directory entries to SecureControl

Groups:

1. Click on Group Mapping inthe Task Configuration window to open the
Group Mapping tab. The Group Mapping tab displaysthe Group Filter Rules
that you need to specify to map external directory entries to SecureControl
Groups. Theserulesare defined as DN Filter Rules or Objectclass Filter Rules.
Y ou can specify one or both filter rules for group mapping.

Integrating Other Directories and ClearTrust 5-13
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If you specify aDN filter, only the entries under that DN will be replicated.
When you specify an Objectclassfilter, only entries of that Objectclasswill
bereplicated. DN and Objectclass rules within asingle filter are linked as
Boolean ANDs - entries must meet all requirements to be replicated. When
multiple filters are created they are linked together logically as Boolean
ORs - entries that meet any one of the sets of requirements will be
replicated. Y ou must map the appropriate fields in the external directory
that will be used to populate the required fields for each entry in ClearTrust
SecureControl.

Note: You must be very specific when entering DN Filter Rules for Users and
Groups to avoid conflicts. The DN Filter Rules for Users and Groups must be
distinct or entries will be mapped incorrectly.

2. Click Add to generatethe Add Group Filter Rule dialog.
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D Fifter Rule: |
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3. Enter the rule and click OK to close the dialog.

4. Inthe Group’s Unique Members Attribute pane, enter the group’ s unique

member attribute in the external directory that will be used to identify
members (Users) in each Group in SecureControl.

Y ou can also highlight arule and click on Modify to alter arule. Or you can
highlight arule and click Remove to delete it

SPECIFIC INFORMATION FOR ACTIVEDIRECTORY
REPLICATION

The following tips may be useful when replicating Microsoft’s ActiveDirectory:

Before Replication:

When replicating from Microsoft ActiveDirectory, the initial import should be
performed using the Replicate Now function as opposed to |mport, to avoid
duplicating changes during the next scheduled replication.

Task Configuration:

Y ou can use the ADSI Edit tool included in the Win2k support toolsto browse
through adirectory directly. This may be useful in determining correct

property mappings.
When mapping the User Property “Name” (asin login name), use the LDAP
Attribute sAMAccount Nane

The directory structure in ActiveDirectory is different from other vendors. In
ActiveDirectory the directory prefix is specified in two parts (for example,
dc=secur ant ,dc=com), whilein Netscape or iPlanet the directory prefix isa
single string (for example o=secur ant . com).

Y ou must specify the full DN of the User, for example:
“cn=Administrator,cn=users,dc=engtest,dc=securant,dc=com”

Multiple DNs must be within the same partition. Otherwise, only one base DN
can be specified per replication task.

Troubleshooting:

If ClearTrust returnsan “Unknown User” error when trying to replicate a User
listed in an ActiveDirectory directory, change the permissions on the directory
to allow anonymous reads/searches of the User tree. Alternatively, you can set

5
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theui d attributeto dn, which will allow ClearTrust to use the DN field to
locate the User rather than performing a search.

* If User entries are ignored (not replicated), the credentials specified during the
replication task may not be sufficient to perform the replication task. In order
to perform replication the replication agent creates a property
dirsync_object_guid of type string (if it does not already exist).To do so, the
agent must be able to create User Property definitions.
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